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INTRODUCTION

What's in a name?  Domain names can be worth a lot of money.  At one point, during the heady days of the domain name gold rush, USA Today and GreatDomains.com (a site that has "millions" of domain names for sale) reported that the following domain names sold for these prices:

	Domain name
	Price ($US millions)

	business.com
	7.5

	altavista.com
	3.4

	wine.com
	3

	loans.com
	3

	bingo.com
	1.1


At one point in time, the domain name america.com was being offered for sale for $15,000,000.00 (USD).  Currently, "premium" domain names such as outlook.com and team.com are more modestly priced, being offered for sale for $500,000 and $250,000 (USD) respectively.  
Obviously, companies attribute tremendous value to the ability to have their trade marks reflected in a domain name and they want to have the investment in their trade marks protected.  Because of the perceived value in being able to use a trade mark as a domain name, a body of domain name law which is based largely on trade mark law has developed to protect this interest.  Increasingly, trade mark owners are turning to the courts and alternate dispute resolution mechanisms in order to secure and protect domain names.  Trade mark law not only serves as the foundation for domain name dispute resolution, it also operates to protect the rights of trade mark owners and to resolve other types of crashes on the information highway. 

Trade marks enable consumers to identify the source of wares or services.  Trade mark law protects the goodwill a trade mark owner has developed in a trade mark as an indicia of source.  Since the source of wares or services can be obscured and the goodwill earned by a company can be eroded by online activities such as cyberjacking, meta-tagging, framing and linking, trade mark law is invoked to protect against these problems.  Although the U.S. has passed specific new legislation to protect online identities, in Canada, trade mark law remains the principle means for protecting one’s good name on the Internet.
GENERAL PRINCIPLES

The Internet 

The Internet enables interconnectivity of people, ideas and information.  Originally developed and used for military and research purposes, the Internet has evolved into a global network of computers that has revolutionized the way people communicate and conduct business.  Internet.com anticipates that there will be over one billion people online by 2005 and a report by the Canadian E-Business Opportunities Roundtable has projected that e-commerce will exceed four trillion dollars by 2004.

Web sites "on the Internet" are actually files stored on computers (servers) which are connected to the Internet.  Each computer attached to the Internet is identified by a unique number called the Internet Protocol (“IP”) number. The IP number is analogous to a telephone number for the computer. Rather than have to remember a number, a system was developed that allowed the use of nicknames as shorthand for the IP number.  The nickname associated with an IP number is called a domain name. The Internet Corporation for Assigned Names and Numbers (“ICANN”) manages the domain name system and is the body responsible for assigning domain names and IP numbers. 

The pages of a web site are most often written in a computer language format that can be read by browsers such as Netscape or Internet Explorer. The most common format is called HTML (an acronym for HyperText Markup Language). HTML allows authors of web pages to create hypertext links allowing the person browsing the page to jump to another web site at the click of a button. For example: clicking on this link takes you to Microsoft's home page, clicking on this link takes you our law firm's home page. The links can be underlined text or graphics surrounded by an invisible button.  To view the HTML code on this page, click on your browser’s “View” button and select the “Source” or “HTML” option.

When you click on a hypertext link, your computer asks the Internet to download a copy of the web page whose address is in the hypertext link you clicked (analogous to touching a footnote in a paper). A message is sent to the requested site and a copy of the page, together with any of the graphics contained (or referenced) on that page are downloaded onto your computer. Although you feel as if you are visiting their site, in fact, their web page has visited you.

HTML allows for text that is invisible to the reader to be read by browsers or search engines such as Google, Yahoo or Alta Vista. This invisible text can be stored within comment lines or "meta-tags". Just as the function on your word processor can "search and find" words in a word processing document, search engines routinely search the web pages on the Internet looking for and indexing keywords so users can search their keyword index to find pages of interest.   A browser will see a word used in a meta-tag even though normally you cannot.

Trade marks appear all over the Internet, as domain names, on web pages and in meta-tags.  Trade mark law applies online because it governs the use of trade marks.

Trade Mark Law

A trade mark is a word or symbol which acts to identify a product or service so as to distinguish it from the products or services provided by others.  In Canada, the law governing the regulation and use of trade marks is found in the Trade-marks Act and in the common law action of passing off.
  Most other jurisdictions have also enacted legislation governing the registration and use of trade marks.   This legislation typically makes provision for the registration of trade marks with a central office.
  In Canada, trade marks are registered by filing an application with the Canadian Intellectual Property Office.  Trade marks which are clearly descriptive, or deceptively misdescriptive cannot be registered unless that mark has become distinctive.
  A trade mark cannot be registered until it has been used in association with the goods, or services specified in the application.
Businesses adopt trade marks to distinguish their goods and services from those of their competitors.  Trade mark law developed to prevent a competitor from misrepresenting its goods or services as those of another.  A registered trade mark owner has the exclusive right to use the mark, and that right is infringed when anyone else sells, distributes or advertises wares or services in association with a confusing trade mark or trade name.
  Similarly, no one is permitted to use someone else’s registered trade mark in a manner that is likely to depreciate the value of the trade mark’s goodwill.
  

Trade mark rights are territorial and once granted, no other business can use the same, or a confusingly similar trade mark on similar products in the same market.  The Internet has added a new wrinkle to trade mark law by facilitating a global marketplace that crosses international boundaries.  

Domain Names

Domain names are made up of at least two parts, the top level domain (“TLD”) and the second level domain (“SLD”).  The TLD and SLD are separated by a period or “dot” (“.”).  For example, in the domain name jurisdiction.com, the TLD is “.com” and the SLD is “jurisdiction”.  All domain names in the same TLD are in the same registry.  Each registry may authorize one or more registrars to accept domain registrations.  There are commercial TLDs - .com, .net, .org, .biz and .info that are not geographically limited.  There are also country-code TLDs (“ccTLDs”) that refer to a particular country. For example .ca is the ccTLD for Canada and .uk is the ccTLD for the United Kingdom.

The rules that apply to domain name registrations can vary between registries.  For example, a domain name in the .com, .net or .org registry can be made up of any combination of 2 to 63 letters, numbers or dashes that has not already been registered.  Domain name registrations in the .ca registry must be not less than two and not more than 50 characters.  Domain names are not case sensitive.  Domain names are now available which use characters in languages other than English.  

The legal nature of domain names is not clear.  Some view domain names as personal property while others see them as merely a contractual right.  For example, in Zurakov. v. Register.com
 the Court was asked to define the legal nature of a domain name.  Zukakov had registered the domain name laborzionist.com and then brought an action against the domain name registrar, Register.com, alleging that it failed to disclose the fact that, while Zukakov’s site was under construction, Register.com would post a “Coming Soon Page” at the site with banner ads for Register.com’s services.  Zukarov argued that by registering the domain name, he obtained an exclusive property right and exclusive control over it.  Register.com brought a motion to strike Zukakov’s claim on the basis that it disclosed no legal cause of action.  The Court considered the legal nature of a domain name
 and concluded that Zurakov only had a contract, not a property right and that the service agreement with Register.com exclusively governed his rights to the use of that domain name.   However, the case leaves open the possibility that a trade mark owner may have property rights in a domain name.  In two Canadian cases, Molson Breweries v. Kuettner
 and Easthaven, Ltd. v. Nutrisystems.com Inc.
 the court suggests that there is property in a domain name.  Recently, in Kremen v. NSI, (http://caselaw.lp.findlaw.com/data2/circs/9th/0115899p.pdf)  a case involving the domain name sex.com, the 9th U.S. Circuit Court of Appeals found that a domain name was property an could be the subject of an action for conversion. 
The Intersection between Trade Marks and Domain Names

The ability of a corporation to obtain a domain name that reflects own trade name, or the trade mark of its goods or services, provides an economic advantage for advertising and promotion.  In this respect, a domain name serves many of the same functions as a trade mark.

Because trade marks must be associated with wares or services, a variety of companies can own and use the exact same trade mark unrelated wares or services.  For example, CHAMPION has been registered as trade mark in Canada for a variety of wares and services including, spark plugs, sports clothing, dog food, tobacco products, hosiery, paper, charter airline and air compressors.  Similarly, individuals or sports teams might want to use the word CHAMPION to describe their business on the Internet.  Due to the structure of the domain name system, there can be only one champion.com.  In light of all the potential claimants, the question is, who gets to "own" the name CHAMPION on the Internet? In other words, who gets to register champion.com as a web site address?
   That’s not always an easy question to answer. 

Recall that domain names are the nickname associated with IP numbers and are used to identify web sites.  Like IP numbers, domain names must be unique in order for traffic to flow over the Internet.  Even small variations in a domain name, changing or adding a single letter, create an entirely different domain name.  People aren't as precise as computers, and even though the computer won’t confuse one web site for another, people may - that is one situation in which trade mark law has come into conflict with the domain name system.  Competitors can use confusingly similar domain names to unfairly compete.

"USING" A TRADE MARK ON THE INTERNET

Using Your Own Mark
A trade mark is "used", for the purposes of Canadian trade mark law on wares (goods) when the trade mark is marked on the product or its packaging or is in some other way associated with the wares when property or possession of the wares is transferred.  In Canada, a trade mark is used in association with services when the trade mark is used to advertise the services or is displayed during the performance of the services.
  Canadian trade mark rights depend upon the owner actually using, or intending to use, the trade mark in Canada.  Displaying a trade mark on a web page is likely use of the trade mark in association with the service of providing information services over the Internet. 

When trade mark appear on the Internet, in what country is the mark being used?  If access to the web page is free, is the trade mark being used “in the normal course of trade” or “at the time of the transfer in the property or possession” of any wares?  It is unclear where the trade mark is being used since web sites are available from anywhere in the world.  As discussed in the Jurisdiction and Enforcement Issues section below, the answer may turn on whether the web site is "passive" or "aggressive".   A "passive" web site is one that merely advertises or provides information for a local market; an "aggressive" web site is one that actively targets, solicits or interacts with customers in another jurisdiction.

Registering Your Trade Marks as Domain Names

Prudent companies register all their important corporate names and trade marks as domain names in the commercial TLDs (the .com, .net, .biz, .info and .org registries) and in each of the ccTLDs of the countries in which they do, or plan to do business.  Many companies also take the precautionary step of registering variations and misspellings of their trade marks and trade names.  For example a company wanting the domain name trademark.com might also register trade-mark.com, trademarks.com and trade-marks.com as well as corresponding registrations in the .net, .org, .biz, .info and ccTLDs.  You are permitted to register an unlimited number of domain names in the commercial TLDs and the .ca registry.

Registering your trade marks and potential trade marks as domain names makes eminent good sense; if you’ve got them, no one else can use them.  Also, it costs significantly less to register a domain name than it does to recover the domain name from someone else.  The asking price of online domain name merchants depends on the name but seems to begin at about $5,000.00, arbitration fees begin at about $1,500 and litigation can be significantly more expensive.

Interestingly, the FTC has obtained an order from a U.S. federal judge to prevent a Canadian man from pressuring domain name owners into registering unnecessary variations of their domain names and trade marks. 
Registering Domain Names as Trade Marks

If you are using your domain name as a trade mark, you may want to register it as a trade mark (ideally with and without the generic suffix).  

The U.S. Patent and Trade mark Office issued a position paper on the registration of domain names as trade marks. The Office takes the position that the period and generic suffix attached to a domain name (the TLD portion of the domain name) will not form part of the trade mark, in the same way that the "800" portion of a 1-800 telephone number will not form part of a trade mark. "Most applicants have been applying for marks in the form of XYZ.COM and the [Office] is treating the .COM portion of the mark like the 800 part of telephone number applications," the paper states. "That portion of the mark has no trade mark significance and, so long as it is connected by the period to an arbitrary or suggestive term, it will not affect the registrability of the mark as a whole."

The Canadian Intellectual Property Office (“CIPO”) issued a practice notice in September of 1999 that when trade marks consist of, or contain terms such as, .com, .ca, .uk  etc. the marks will, in accordance with paragraph 12(1)(b) of the Trade marks Act, be examined for any clearly descriptive or deceptively misdescriptive meanings, in English or French, as to the character or quality, place of origin, conditions of, or persons employed in the production of the associated wares or the performance of the services.  For example, CIPO considers the registry suffixes to have the following meanings: .com - commercial entity; .ca - Canada; and .uk - United Kingdom.  Not all registries require an applicant to actually have the purported attribute of the registry.  For example, .com is used by not-for-profit enterprises.  A trade mark registration may be attacked by opponents on this basis.  In addition, CIPO is of the opinion that the addition of the .com, .ca or other registry suffix to a clearly descriptive or deceptively misdescriptive mark will not make it registrable.

At one point, Industry Canada’s Intellectual Property Directorate appointed a Committee of Intellectual Property Experts to study the interface between domain names and trade mark law.  The authors have been told that no report was ever issued.  Apparently, the Committee concluded that existing Canadian trade mark law provided adequate protection to trade mark owners against potential trade mark infringement through the registration and use of domain names.

DOMAIN NAME REGISTRIES

The rules and process for registering a domain name have changed over the years.  The rules of each registry are different.   There are different registries for each different TLD.  For example, the .com in jurisdiction.com indicates that the domain name is registered in the .com TLD registry.  Originally, the routing system recognized seven TLDs (namely, .com, .net, .edu, .gov, .org, .mil and .int). The original TLDs are referred to a “generic” or gTLDs.   The .com TLD has been the most popular domain for businesses wanting a web site.  There are seven relatively new TLDs which are discussed below.
In addition, every country in the world has been assigned a two letter top level domain. Canada's is ca. The 249 country code Top Level Domains (“ccTLDs”) are administered on a country-by-country basis.  Information on the registration requirements in for many of the ccTLDs is available online. 

History

The rules of domain name registration have evolved with the Internet.  Initially, the National Science Foundation had responsibility for giving out domain names.  On December 31, 1992, the National Science Foundation entered into an agreement with Network Solutions Inc. (“NSI”), a public company, under which NSI obtained exclusive responsibility for the registration of domain names in the .com, .net and .org registries.  These three registries were called the commercial TLDs.

Until 1998, NSI was the sole registrar and administrator of the commercial TLDs.  Early on, when NSI received a domain name application, it merely checked to make sure that the proposed domain name was not already registered.  NSI distributed domain names strictly on a first come, first serve basis. The problem with this system rapidly became apparent.  In one famous example, the domain name mcdonalds.com was registered to a computer savvy journalist.
  

Dispute Resolution Policies

Beginning July 28, 1995, NSI began to promulgate dispute resolution policies that modified the first come, first serve assignment of domain names to recognize the rights of registered trade mark owners.  However, because domain names are not always used as trade marks, a new set of rules had to be developed to resolve competing claims to domain names.  

Under NSI's Dispute Resolution Policy (Rev. 3, effective February 25, 1998), a trade mark owner could challenge a domain name registration by providing evidence to NSI that the challenger had a registered trade mark. If that trade mark registration predated the activation of the domain name, NSI requested the domain name holder to provide evidence that it also had a registered trade mark for the name. Without this evidence, or if the domain name's activation did not predate the challenger's trade mark registration, NSI placed the domain name on hold (making it unavailable to either party) pending resolution of the dispute.  This was analogous to an interlocutory injunction of indefinite term. Otherwise, the domain name holder could continue using the domain name until a court or arbitrator determined that the challenger's trade mark rights were infringed.  Once such a determination was made, NSI would comply with the arbitration or court order.  The Canada Post decision discussed below is a case in which a Canadian Federal Court order was used as authority for NSI to transfer a domain name.

Companies began suing NSI to avoid having their domain name put on hold.  For example, Roadrunner Computer Systems Inc. ("RCS") sued NSI for its decision to place the domain name roadrunner.com on hold.
  The name was put on hold after Warner's Brothers Inc. pointed out that it owned a trade mark registration for ROAD RUNNER.  RCS had registered ROADRUNNER as a trade mark in Tunisia and argued that NSI had breached an implied promise not to arbitrarily withdraw domain names and had committed the tort of intentional interference with contractual relations. The case settled and RCS won the right to use http://www.roadrunner.com/ and http://www.roadrunner.net/.  (The domain name is now owned by Time Warner Entertainment Company, L.P)

· The NSI domain name dispute resolution policy was criticized for 

·  not recognizing common law trade mark rights;

· not recognizing claims based on non-identical but confusing trade marks;

· requiring expensive litigation and a court order if a domain name owner refused to transfer a domain name

ICANN’s Uniform Domain Name Dispute Resolution Policy was developed to correct some of the deficiencies in NSI’s approach to domain name disputes.

ICANN
Dissatisfaction with the domain name registration process led the U.S. Department of Commerce to initiate an international consultative process that culminated in the creation of ICANN.  ICANN is a non-profit corporation formed to assume responsibility for IP address space allocation, domain name system management and root server system management.  ICANN has opened the domain name registration market to competition, but NSI, now VeriSign, is still intimately involved.  In September, 1999, NSI, ICANN and the U.S. Department of Commerce entered into an agreement whereby NSI would continue to manage the existing commercial TLDs until November 10, 2003 when ICANN will select a successor registry.   Since NSI/VeriSign no longer has a monopoly on domain name registration services, applicants can now register their .com, .net and .org domain names with any one of the ICANN accredited registrars online.   

Aside from opening competition in domain name registration services, one of ICANN's major initiatives was the implementation of a Uniform Dispute Resolution Policy (“UDRP”) to resolve disputes between competing domain name claimants.  The UDRP is discussed below.  

The Relatively New TLDs

For several years, there were proposals to introduce new commercial TLDs.  After considering numerous bids (and pocketing the attached $50,000 application/consideration fee), ICANN decided on November 16, 2000 to introduce seven new TLDs.  They are:

	Domain 
	Indicia of 

	.aero
	air-transport industry



	.biz
	business

	.coop
	cooperatives

	.info
	unrestricted use

	.museum
	museums

	.name
	individuals

	.pro
	professionals


All of these new registries are now accepting domain name registrations. 

Each new TLD can create its own rules and dispute resolution mechanisms.  For example, information on the .biz registry, operated by NeoLevel (formerly JVTeam) is available online.  NeoLevel is using the UDRP for disputes.  

In recognition of the rights of trade mark owners, the .biz registry had a pre-registration period during which trade mark owners could apply to pre-register domain names which incorporated their trade marks.  The Start-Up Trademark  Opposition Policy  or (STOP) allowed trade mark owners to claim special interests in the new domains.  A decision under the STOP policy was set aside by the Ontario Superior Court of Justice.  In Black v. Molson Canada
 the court seems to have reviewed the adjudicator's decision de novo and concluded that the domain name canadian.biz  was generic and that Molson's rights to the trade-mark CANADIAN for use in association with beer did not give rise to a right to recover the domain name from Black, the registrant, who showed that he intended to use the domain name for a bona fide business or commercial purpose.
Although all of these new registries are trying to preserve the rights of trade mark owners, it is likely that they will be open to abuse by cybersquatters.
The .CA Domain

Domain names in Canada's ccTLD, the .ca domain, first became available in May, 1987. Responsibility for managing the .ca domain was delegated to John Demco of the University of British Columbia.  John Demco managed the .ca domain name registry on a voluntary basis with the help of the .ca Committee. The group, CDNnet, originally allocated .ca domain names at no charge to users.  During the remainder of 1987, the structure of the name space was agreed upon and a registration process was developed. The first domain name registration in the .ca registry was approved in early 1988. 

The rapid evolution of the Internet, the nature of the .ca policies, and the delay involved in obtaining a .ca registration generated dissatisfaction within the Canadian Internet community.  In June 1997, a meeting was held in Halifax at the Net97 Conference with members of the Canadian Internet community to discuss the situation. Following that meeting, the Canadian Domain Name Consultative Committee (CDNCC) was created to transform the .ca domain name registry into a commercial operation. CDNCC was composed of representatives from the .ca Committee (represented by John Demco), the Canadian Internet Society (CISOC), the Canadian Association of Internet Service Providers (CAIP) and the federal government. 

CDNCC began reforming the .ca domain structure in the fall of 1997 and produced a proposal for public consultation. The CDNCC maintained the core elements of its proposal throughout the process but did modify it to reflect the input and concerns of the contributors. The new entity which was created to make the .ca domain a commercial operation, Canadian Internet Registration Authority ("CIRA"), was incorporated in December, 1998.

CIRA
Like ICANN, CIRA is a not-for-profit corporation.  CIRA provides professional registry services for the .ca domain.  CIRA operates like other major national and international registries.  CIRA’s objective is to preserve the .ca ccTLD as a Canadian resource operated and managed by Canadians for Canadians.  CIRA offers registration services through approved registrars.   CIRA is also empowered to provide for domain name dispute resolution services for .ca domain names.  A draft policy was posted on September 26, 2000, it was revised and posted again on November 29, 2001.  The CIRA Domain Name Dispute Resolution Policy (the "CDRP") applies to all .ca domain names.  

Disputes under the CDRP are heard by one of two dispute resolution service providers, Resolution Canada or the British Columbia International Commercial Arbitration Centre.  To date, there have been five decisions under the CDRP.  The CDRP and the decisions are discussed below.
DOMAIN NAME REGISTRATION

Registering a Commercial TLD Domain Name

To register a domain name in the .com, .net or .org registries, chose a domain name and do a WhoIs? search.  If the domain name hasn’t already been registered, you can do so right there, or you can find another registrar.  The services and fee structures of each registrar are different.

Domain name registrations can expire and, depending on the registrar you use, the length of a domain name registration can vary.  If you do not renew your registration, you will lose your domain name so registrants must carefully diarize renewal dates.

To date, there have been no restrictions on registrations in the commercial TLDs.  Commercial entities have been free to register their trade marks and domain names in any, or all, of  the .com, .net or .org registries.  ICANN has announced a proposal to restrict use of the .org domain to non-profit organizations.  This would reorganize the .org domain and reflect the original significance that .org was intended to have.

Registering a .CA Domain Name

A .ca domain name can be registered with any one of the registrars approved by CIRA.  Select a .ca domain name and do a WhoIs? seach on CIRA’s homepage to find out if that domain name has already been registered.   If not, it may be registered, subject to the rules.  The entire process occurs online.

.ca domain name registrations must be made in accordance with the Registration Rules and applicants must meet certain Canadian presence requirements (basically, .ca registrants are required to be Canadian citizens, permanent residents or businesses which operate in Canada and are governed by Canadian laws).  The length of .ca registrations can range from one to ten years.  Third (provincial) and fourth (municipal or city) level domain names are also available, for example domain-name.toronto.on.ca and these domain name spaces can be administered by the corresponding level of government.  CIRA will not allow a top level domain name to conflict with a second or third level domain name. – only coke.ca can register coke.on.ca, coke.Toronto.on.ca and so on.  CIRA can, in its sole discretion, reject and refuse to register, cancel or suspend a domain name.  CIRA gives domain name registrants the freedom to switch registrars and modify the information about their domain name.  

TRANSFERRING A DOMAIN NAME

Domain names are valuable assets.  They can be bought and sold.  Although their characterization as "property" remains unclear
, a domain name registration entitles the registrant to exclusive use of the domain name unless and until that right is revoked by the registry.  Each registry has established a process for transferring a domain name.  Depending on the consideration involved, a domain name transfer should probably be supported by a domain name transfer agreement. 

Transferring a .com, .net or .org Registration

Domain names registered in the .com, .net or .org registries can be transferred by completing a form online.

Transferring a .CA Registration

Section 11 of CIRA's domain name Registration Rules sets out the process for transferring a .ca registration.  The process is conducted electronically.  First the transferor sends a request to have the domain name transferred to its registrar.  The transfer request is then forwarded to CIRA who confirms the transfer request directly with the transferor.  Once confirmed, the transferee must have its registrar submit a transfer request to CIRA – this will, again, be confirmed by CIRA.  Ultimately, CIRA will affect the transfer.  You cannot have a domain name transferred to you unless you have already signed the Registrant Agreement.
DOMAIN NAME DISPUTES

In the last year, for the first time (and – not surprisingly – coincident with the dot com meltdown of 2001), the number of domain names registered worldwide has decreased.  A year ago, over 32 million domain names were registered worldwide (13 million more than the year before).  Currently, however, the statistics available at domainstats.com indicate that there are just over 30 million domain name registrations worldwide.  This may be attributable to the fact that speculators in domain names, cyber squatters, are not renewing their registrations.  

As a condition of registration, each domain name registry requires an applicant to agree to be bound by a domain name dispute resolution policy.  The object of these policies is to ensure that domain names are distributed equitably.  Effective domain name dispute resolution policies recognize that, in certain instances, trade mark owners might have a better claim to a domain name than the registrant.

Domain name disputes can be broadly categorized into six different situations: cybersquatting, legitimate use, trade-mark infringement, typosquatting, protest and parody sites and reverse domain name hijacking.

Cybersquatting

Cybersquatting (now called "abusive registration" by WIPO) prevailed at a time when domain names were handed out exclusively on a first-come, first-serve basis and trade mark owners had not aggressively pursued domain name registrations for their principle marks. It still goes on because no one is required to show that he or she is entitled to register a domain name before doing so.  A cybersquatter deliberately, and in bad faith, preemptively registers a domain name in which it has no legitimate interest and in violation of the rights of a trade mark owner. The cybersquatter then holds the trade mark owner to ransom offering to sell the domain name for a cost that is less than what it would cost to recover the domain name through litigation ($10,000 or more).

Examples of cybersquatting include: 

· registration of the domain name "Taiwan.com" by the Xinhua news agency of the People's Republic of China; 

· registration of the domain name "peta.com" by the organization People Eating Tasty Animals before an application by the organization People for the Ethical Treatment of Animals; 

· Joshua Quitner’s article describing a journalist’s registration of macdonalds.com in “Billions Registered”:  Right Now.  There Are No. Rules to Keep You From Owing a Bitchin’ Corporate Name as Your Own Internet Address”, Wired, Oct. 1994  

Initially, the response of trade mark owners to cybersquatters was to bring actions for trade mark infringement, trade mark dilution and passing off.  Both ICANN and the U.S. Congress added new weapons to the trade mark owner’s armory.  A cybersquatter may now be subject to suit under the Anticybersquatting Consumer Protection Act and may be subject to arbitration proceedings under ICANN’s Uniform Domain Name Dispute Resolution Policy (“UDRP”).  

Despite these additional remedies, cybersquatting is still rampant.  The is principally attributable to the fact that cybersquatters know that it is often more cost effective for a trade mark owner to pay a cybersquatter a reasonable ransom than it is to pursue legal remedies.

Legitimate Use

Unlike trade mark registries, the domain name systems do not differentiate between various classes of wares or services.  Consequently, there can be several people with the same trade mark seeking to register the same domain name.

Examples of unintentional overlap of names include: 

· registration of "dc.com" by a service offering information about Washington, D.C. was disputed by Warner Brothers as owner of the trade mark DC COMICS; [ironically, the site is now registered to Deloitte Consulting] and

· registration of  thegap.com standing for Genesis Access Point, the trade mark for an Irish Internet service provider, which was unsuccessfully challenged by The Gap, Inc. clothing store.

Where the competing claimants to a domain name both have a legitimate interest in that name, it will belong to the first person to register.

Trade Mark Infringement

The clearest case of trade-mark infringement using a domain name arises where a competitor registers a domain name in order to confuse the public as to the source of wares or services.  Trade mark infringement, and related actions for depreciation of goodwill and passing off are discussed below in the section entitled Recovering a Domain Name.

Typosquatting
Savvy infringers can take advantage of typographical errors made when Internet users type in a domain name.  For instance, Philip Morris has sued the owner of  phillipmorris.com for trade mark infringement.

The other danger of typosquatting was revealed in a Norwegian case involving the domain names kvaerner.com (“AE”) and kvearner.com (“EA”).  Apparently, EA got confidential information intended for AE and EA and criminal proceedings for violation of trade secrets and extortion were brought against it.

Protest and Parody Sites

In this category of cases, trade mark rights conflict with free speech interests.  Domain name registrants will often incorporate a trade mark into a domain name that will be used in conjunction with a web site to parody or criticize the trade mark owner.  For example, in Lucent Technologies, Inc. v. Lucentsucks.com
  a critic of Lucent Technologies registered the domain name LUCENTSUCKS.COM.  Lucent Technologies sued to silence its critic.  Although the case was decided on jurisdictional grounds, the court seemed prepared to entertain the registrant’s argument that it had a legitimate free speech interest in the domain name.

As a precautionary tactic, Verizon Wireless registered the domain name verizonsucks.com.  However, soon afterward, hacker-zine 2600 Magazine registered verizonreallysucks.com.  Verizon’s lawyers sent a cease and desist letter to 2600 publisher Emmanuel Goldstein alleging that the registration violated the ACPA.  A limitation of the ACPA is that it only prevents someone from registering a domain name similar to a trade mark if they have a “bad faith intent to profit from” that domain name.  Because Goldstein registered the domain name verizonreallysucks.com to ridicule the newly formed company and not to make a profit, it is most likely that the ACPA did not apply.  verizonreallysucks.com is still being operated as a protest site.  In another antagonistic move, the Magazine registered another domain name: VerizonShouldSpendMoreTimeFixingItsNetworkAndLessMoneyOnLawyers.com.
Similarly, free speech concerns prompted a British Columbia court to find that a union’s web site, which used trade marks from its employer’s site as graphics and in meta-tags,  did not amount to trade mark infringement.  The case, British Columbia Automobile Association v. Office and Professional Employees’ International Union, Local 378 is discussed below.
It does not appear that the UDRP gives the same weight to free speech interests.  In a case involving several domain names including WALMARTCANADASUCKS.COM, the panel found that the registrant had registered the name, in bad faith and ordered the domain names at issue transferred to Wal-Mart Stores, Inc.  Philips, the electronics company, was also able to get antiphilips.com from its original registrant through a UDRP proceeding.  The decisions have not, however, been consistent.

Reverse Domain Name Hijacking

The owner of a trade mark registration can use the UDRP to challenge a domain name being used for unrelated wares or services.  Mark Partridge calls this practice “Reverse Domain Name Hijacking”.
   Reverse domain name hijacking was attempted by trade mark owners under NSI’s dispute resolution policy.  Examples of these types of cases include:

· Interstellar Starship Services, Ltd. v. Epix, Inc.
 

· Giacalone v. Network Solutions, Inc.

As the law in this area develops, courts and arbitrators have become more sensitive to the fact that trade mark rights don't always entitle a person to recover a domain name.

The new CDRP expressly addresses instances of reverse domain name hijacking and calls for a fine of $5000.00 for such behaviour.

RECOVERING A DOMAIN NAME

Once someone else has registered your trade mark as a domain name, there are several ways of recovering it.  Typically, domain name disputes are based on the following legal causes of action: trade mark infringement; passing off; depreciation of goodwill; trade mark dilution; tarnishment; and cybersquatting.  In addition, domain name disputes can be resolved through arbitration, mediation and compromise.  A list of precedent setting cases in domain name disputes is available from WIPO.  Since the CDRP has not yet been implemented by CIRA the only way to recover a .ca domain name is to bring legal action for trade-mark infringement, passing off or depreciation of goodwill.

Trade Mark Infringement

A registered trade mark owner has the exclusive right to use the mark, and that right is infringed when anyone else sells, distributes or advertises wares or services in association with a confusing trade mark or trade name.
  Similarly, no one is permitted to use someone else’s registered trade mark in a manner that is likely to depreciate the value of the trade mark’s goodwill.

One of the first Canadian domain name disputes involving trade mark infringement concerned the word SYMPATICO.  Sympatico was (and is) the name of an Internet service offered by Bell Sygma and MediaLinx Interactive Inc.
   These two companies registered the domain names sympatico.com and sympatico.ca. However, Marc Nicholas of Toronto obtained the domain name sympatico.net which he used to promote his Internet consulting company. MediaLinx disputed Nicholas' right to use the domain name and sympatico.net was withdrawn from registration. This was also one of the first domain name disputes involving similar domain names with different generic extensions.
   Since the dispute, MediaLinx has registered SYMPATICO as a trade mark in Canada. sympatico.net is not currently in use but a   WhoIs? search indicates that the domain name is now registered to MediaLinx.

In ITV Technologies Inc. v. WIC Television Ltd. the Federal Court of Canada first granted an interim order and then dismissed an interlocutory injunction against ITV Technologies.  WIC had registered the trade mark ITV and ITV Technologies wanted the trade mark expunged.  ITV challenged the trade mark because it wanted to undermine WIC's claim to the domain name itv.net. WIC had used ITV as a trade mark since 1974 for television broadcasting and program production and had used it as a basis to obtain the domain name itv.ca.  ITV Technologies was "net-casting" from its web site since late 1995 (two years before the injunction hearing). ITV Technologies had posted a disclaimer on its web site "ITV.net has no affiliation with CITV" and had undertaken to provide a link to the WIC site. The Court was not satisfied that irreparable harm would result.  Appeals to the Federal Court of Appeal and the Supreme Court of Canada were dismissed.

The question of whether use of someone else's trade mark as a domain name constitutes trade mark infringement is not settled.  For example, notharvard.com bumped heads with Harvard University over the use of Harvard in the domain name.  This case may also involve the thorny issue of disclaimers and whether they dispel or create confusion.

In Innersense International Inc. v. Manegre
 an Alberta Court granted an ex parte interim injunction restraining the defendants from directly or indirectly selling or transferring registration of the domain name INNERSENSE.COM.  Apparently, one of the defendants, a former employee, was responsible for registering the domain name with NSI.  The domain name registration expired and the domain name was registered by the second defendant, the brother of the former employee.  The defendants then offered the domain name for sale in the press.  Applying the traditional test of (1) serious issue, (2) irreparable harm, and (3) balance of convenience, in determining whether or not to grant the injunction, the Court found that "problems with the possibly simple and quick transferability and marketability of this Internet Domain Site and with respect to Internet Domain Sites generally literally to any point in the world, lead me to believe that the balance of convenience or inconvenience is best served by granting the Application."

British Columbia Automobile Association v. Office and Professional Employees’ International Union, Local 378
, was an action for passing off, trade mark infringement and copyright infringement in relation to Internet web sites.  The plaintiff, British Columbia Automobile Association (“BCAA”) claimed that the defendant, Office and Professional Employees’ International Union, Local 378 (the “Union”), a union representing 170 office employees of BCAA, copied design elements and trade marks from BCAA’s web site and posted those copies on the Union’s own web site.  BCAA also complained that the Union was guilty of passing off and had depreciated the goodwill of BCAA’s trade marks by using them in domain names and meta-tags.  In March of 1999, the Union registered the domain names BCAAONSTRIKE.COM and PICKETLINE.COM and later BCAABACKTOWORK.COM.  All three of the Union’s domain names took a browser to the Union’s web site.  BCAA alleged that the Union copied fundamental design elements from the BCAA web site.  BCAA sent the Union a cease and desist letter.  In response, the Union modified certain portions of their web site and the meta-tags coded into their web site, however, the Union continued to reproduce a substantial part of the BCAA web site meta-tags.  Although BCAA alleged that the Union’s unamended site infringed BCAA’s copyright in its own web site, BCAA did not advance that claim in respect of the amended site.  The causes of action advanced against the amended site were passing off and depreciation of goodwill under s.22 of the Trade marks Act.  BCAA alleged that use of the domain names BCAAONSTRIKE and BCAABACKTOWORK and the use of BCAA and other BCAA trade marks in meta-tags constituted passing off because the Union was intercepting people looking for the BCAA web site.  It is important to note that by October of 1999, and well in advance of trial, the Union had removed the meta-tags which included BCAA trade marks from its web site and had also inserted commas between the words “British Columbia Automobile Association”.  

The Court considered the law of passing off as well as the developing body of British, American and Canadian law on passing off through the use of domain names and meta-tags.  Specifically, the Court considered:

· British Telecom plc. v. One in a Million Ltd., [1998] 4 All E.R. 476 (C.A.) in which the English Court of Appeal found that the registrant of domain names such as MARKS&SPENCER.COM did so for the purpose of capitalizing on the goodwill attached to those names.  The Court also found that the registrant was making a false representation that it was somehow associated with the companies who’s names had been registered.  The Court concluded that these false representations constituted passing off.

· Brookfield Communications Inc. v. West Coast Entertainment Corp. 174 F.3d 1036 (9th Cir. 1999) in which Brookfield, the owner of the registered trade mark MOVIEBUFF obtained an injunction preventing West Coast Entertainment from using the domain name MOVIEBUFF.COM on the basis that such use was likely to cause confusion as to source.  The Court also commented that meta-tags were less likely to cause confusion than domain names.

· BigStar Entertainment, Inc. v. Next Big Star, Inc. 105 F. Supp 2d 185 (S.D.N.Y. 2000) in which the court found that NEXTBIGSTAR.COM was not confusing with BigStar’s trade mark mainly on the basis that the businesses of the parties were not sufficiently closely related to cause confusion.

· Jews for Jesus v. Brodsky 993 F. Supp. 282 (D.N.J. 1998) aff’d without opinion 159 F.3d 1351 (3d Cir. N.J. 1998) in which the Court found that whether or not there was a likelihood of confusion depended on a consideration of: (1) the degree of similarity between the owner’s mark and the alleged infringing mark; (2) the strength of the owner’s mark; (3) the price of the goods and other factors indicative of the care and attention expected of consumers when making a purchase; (4) the length of time the defendant used the mark without evidence of actual confusion arising; (5) the intent of the defendant in adopting the mark; (6) the evidence of actual confusion; (7) whether the goods, though not competing, are marketed through the same channels of trade and advertised through the same media; (8) the extent to which the target of the parties’ sales efforts are the same; (9) the relationship of the goods in the minds of the public because of the similarity of function; and (10) other facts suggesting that the consuming public might expect the prior owner to manufacture a product in the defendant’s market.  The Court found that the defendant was using the domain name in an effort to deceive the audience looking for the plaintiff organization’s site.

· Planned Parenthood Federation of America v. Bucci, 1997 U.S. Dist. LEXIS 3338; 42 U.S.P.Q. 2D (BNA) 1430 (S.D.N.Y. 1997), aff’d 1998 U.S. App. LEXIS 22179 (2d Cir. N.Y. 1998) in which the plaintiff organization, owner of a registered trade mark, obtained an injunction against the registrant of the domain name PLANNEDPARENTHOOD.COM who used the associated  web site to post anti-abortion literature.

· In both Edgar Online Inc. v. Dan Parisi, Civil No. 99-2288 (BNA) (D.N.J. 1999) and Washington Speakers Bureau, Inc. v. Leading Authorities, Inc. 33 F. Supp. 2d 488 (E.D. Va. 1999) the Court had no trouble concluding that the use of almost identical domain names by competitors created confusion.

· Nitron Corporation v. Radiation Monitoring Devices, Inc. 27 F. Supp. 2d 102 (D. Mass. 1998) in which the defendant used meta-tags to misrepresent its web site as that of its principal competitor.   The Court had no trouble granting a preliminary injunction.

· Playboy Enterprises, Inc. v. AsiaFocus International, Inc. 1998 U.S. Dist. LEXIS 10359 (E.D. Va. 1998) can be contrasted with Playboy Enterprises, Inc. v. Welles, 7 F. Supp. 2d 1098 (S.D. Cal. 1998) aff’d without opinion 162 F. 3d 1169 (9th Cir. Cal. 1998).  In the first case, the defendants were using the trade marks PLAYMATE and PLAYBOY both in their domain names and in meta-tags for adult entertainment sites.  The Court gave default judgment against these intentionally deceptive practices.  However, in the Welles, the web site was being operated by Terri Welles, a former playboy playmate.  The Court found that Ms. Welles was entitled to identify herself as former playmate and could use PLAYBOY and PLAYMATE as meta-tags.

· Bally Total Fitness Holdings Corp. v. Faber, 29 F. Supp. 2d 1161 (C.D. Cal. 1998) in which the defendant operated a web site critical of Bally Total Fitness under the domain name COMPUPIX.COM.  The Court found that the defendant, despite the fact that he was using Bally’s registered trade marks as meta-tags, was not making commercial use of the marks and a “reasonably prudent user” would not be confused.  The Court found that even if the defendant had used the domain name BALLYSUCKS.COM, a reasonably prudent user would not be confused as to source.

The Court carefully considered the fact that the Union was not making a commercial use of the web site and was using BCAA’s trade marks in connection with a labour relations dispute.

The Court found that the Union’s current web site was not passing itself off for the BCAA web site because there was no confusion or possibility of confusion in the mind of an Internet user that the Union’s web site was associated with or belonged to BCAA.  The Court based this conclusion on the following facts:  (1) the Union’s domain name was not identical to BCAA’s trade marks; (2) the Union is not using meta-tags identical to BCAA’s trade marks; (3) the Union’s web site is not competing commercially with BCAA; (4) 
the use of similar meta-tags or domain names is of less significance in a labour relations or consumer criticism situation, partly because there is less likelihood of confusion; and (5) even though the incorporation of the acronym BCAA into the Union’s domain name was intentional, it is not a misrepresentation as long as the Union doesn’t represent that its web site belongs to, or is associated with, BCAA.

The Court found that in the context of a labour dispute, there was a reasonable balance to be struck between intellectual property rights and freedom of expression.  The Court also found that an earlier version of the Union’s web site was inherently confusing and that the Union was guilty of passing off based on this earlier version of the web site.  However the Court refused to grant an injunction or to order the Union to deliver up the domain names which incorporated the BCAA trade mark.  The Court also found that the Union was not making a commercial use of BCAA’s marks, they were only providing information and, therefore, the Union was not “using” BCAA’s marks as required for the purposes of Section 22 of the Trade Marks Act.

Another interesting dispute is going on between Canada Post and Epost Innovations Inc.
 Canada Post is alleging that its official marks are infringed by Epost’s use of domain names such as cypost.com.

Passing Off

Trade mark rights exist at common law as well as under statute.  The elements of passing off are generally recognized to be:  (a) a misrepresentation; (b) made by a trader in the course of trade; (c) to prospective customers; (d) which is calculated to injure the business or goodwill of another trader; and (e) which causes actual damage.
  In Ciba-Geigy Canada Ltd. v. Novopharm Ltd.
 the Federal Court found that the three necessary components of passing off were goodwill, deception of the public due to the misrepresentation and actual or potential damage.  Passing off can therefore occur when trade marks are used as domain names or otherwise used to mislead Internet users.

In PEINET Inc. v. O'Brien
, the Prince Edward Island Supreme Court considered whether the use of Internet site name amounted to the common law tort of passing off. The plaintiff Internet service provider had obtained the site peinet.pe.ca.  The plaintiff launched its lawsuit when one of its former employees went into the same business and obtained the site pei.net.  The Court rejected the plaintiff's motion for an interlocutory injunction preventing the defendant from using the site. The Court, using questionable reasoning, stated that there was little possibility of confusion since the defendant's site name used upper case letters and separated the "PEI" from "NET" with a period. The court also noted that the plaintiff did not provide detailed evidence and so failed to meet the burden of proving its case. 

In Law Society of British Columbia v. Canada Domain Name Exchange Corporation
 the court granted an interlocutory injunction prohibiting the transfer of the domain names lawsocietyofbc.ca and lsbc.ca the court found that the mere registration of a domain name is sufficient to establish passing off.  It should be noted that the case was decided under the more favourable British Columbia jurisprudence relating to interlocutory injunctions and not on the application of the more stringent test that is currently being applied in the Federal Court.
It is difficult to imagine that any precedent can be set where default judgment is granted on an undefended claim, but the case of eGalaxy Multimedia Inc. v. Bailey et al.
 may be an exception.  The defendant registered the domain names nakednewscasino.com, nakednewscasino.net and nakednewscasino.org.  plaintiff claimed damages for intentional interference with economic interests, passing off, conspiracy to injure, intimidation and economic duress for unlawfully claiming domain names (perhaps a tort of cybersquatting).  The plaintiff obtained default judgment and a transfer of the domain names.  In addition, the Court awarded $5,000 in punitive damages and $10,000 as costs of the action.  
Trade Mark Dilution

The United States extends special protection to famous trade marks under subsection 1125(c) of the Lanham Act (the U.S. Trade Marks Act).  Dilution occurs where another person misuses a famous trade mark in such a way that it lessens the capacity of the mark to identify and distinguish the trade mark owners goods and services.  A dilution action has three elements:  (1) the mark must be famous; (2) the mark must be diluted by the defendant; and (3) the dilution must be caused by a commercial use of the mark.  Whether or not a mark is famous is determined by reference to the eight criteria set out in the Lanham Act.  It is important to note that the mark has to be used in commerce.  To date, courts have been quick to find that cybersquatters, in trying to sell a trade marked domain name, are making commercial use of the trade mark.

One of the first decisions on cybersquatting came in the United States Court of Appeals' decision in Panavision International, L.P. v. Toeppen.
  The Court held that Dennis Toeppen's registration of the domain name "panavision.com" was a scheme to extort $13,000 from Panavision by trading on the value of its famous mark. Interestingly, the Court found that Toeppen, who was showing pictures of Pana, Illinois on the web site, was making a "commercial use" of the mark, as required by the Federal Trade mark Dilution Act, 15 U.S.C. § 1125(c), by trading in the mark itself. 

There are numerous other trade mark dilution cases.  For example, in MTV Networks v. Curry
, a former employee of the rock music cable televisions service obtained the site name mtv.com and offered reports on the rock music industry at the Internet site. In Kaplan Education Center Ltd. v. Princeton Review Management Corp.
 a test preparation service obtained a domain name that resembled that of a rival service and then placed disparaging material about its rival at the site. And in KnowledgeNet, Inc. v. D.L. Boone & Company,
 the defendant corporation obtained the domain name "KnowledgeNet.com" (allegedly) without knowledge of the prior trade mark registration for the name. All of these cases settled before a final court ruling.

The case of The Comp Examiner Agency v. Juris, Inc.
 marked the first time a court ruled that traditional trade mark doctrine applies to domain names. The plaintiff, Juris, Inc., was successfully able to use its trade mark to enjoin the defendant from using the domain name juris.com. 

Avery Dennison was unsuccessful in preventing Mailbank.com from retaining ownership of thousands of family names as domain names.  Mailbank.com’s business model was to register family domain names under the “.net” top-level domain and then charge individuals who want to use the name $20 per year.  On August 23, 1999, the U.S. 9th Circuit Court of Appeals in California held that Mailbank’s activities did not constitute dilution of the Avery Dennison  trade mark.  The Court ruling suggests that different domain level have different functions and the use of the same name on another TLD may not be enjoined. 

The Panavision decision has found counterparts in other jurisdictions. In British Telecommunications plc. v. One in a Million Ltd.
, the English Court of Appeal upheld an injunction granted against a cybersquatter who seemingly held domain names for half of Britain’s major companies. The Court found that cybersquatting not only constituted passing off, but also violated the U.K. Trade Marks Act, 1994. 

Tarnishment

Tarnishment is an action available in the U.S. to restrain any activity that hurts the reputation of the owner of the trade mark.  For example, in Hasbro Inc. v. Internet Entertainment Group Ltd.
, a preliminary injunction was granted against the use of candyland.com for a sexually-explicit web site.  
The AntiCybersquatting Consumer Protection Act
The Anticybersquatting Consumer Protection Act (the “ACPA”) was signed into law on November 29, 1999, as part of the Intellectual Property and Communications Omnibus Reform Act of 1999.  The ACPA creates a Section 43(d) of the Lanham Act.  The ACPA provides trade mark owners with strong rights against those who in bad faith register or traffic in domain names that are identical or confusingly similar to registered trade marks.  The ACPA also prohibits the registration of, and trafficking in, domain names that would dilute famous marks.

Section 2 of the ACPA states:

“Congress finds that the unauthorized registration or use of trade marks as Internet domain names or other identifiers of online locations (commonly known as cybersquatting’)” –

(a) results in consumer fraud and public confusion as to the true source of sponsorship of products and services;

(b) impairs electronic commerce, which is important to the economy of the United States; and

(c) deprives owners of trade marks of substantial revenues and consumer goodwill.

Section 3 of the ACPA provides that the owner of a trade mark may elect to forego actual damages and profits and pursue an award of not less than $1,000 and not more than $100,000 in statutory damages.  In addition, if the court finds that the registration or use of the registered trade mark as an identifier was willful, the plaintiff may recover not less than $3,000 or more than $300,000 per trade mark per identifier.  Statutory damages may provide an incentive for trade mark owners to sue under the ACPA rather than using ICANN’s Domain Name Dispute Resolution Policy.

One of the most significant features of the ACPA is that it allows for constructive service of process on the cybersquatter through publication and through providing of notice to the postal and e-mail addresses the cybersquatter provided to the domain name registrar, even if such addresses were incorrect when given.  Another salient feature of the ACPA is that, in addition to an in personam action, the ACPA is allows for in rem action against the domain name itself in the U.S. judicial district court where the domain name was registered.  Recently, a federal court has ruled that the choice of in rem or in personam jurisdiction is an either or proposition.
  Lastly, it should also be noted that under Section 5 of the new ACPA, Internet service providers and domain name registrars are not liable for monetary relief to any person for the removal or transfer of a domain name.

The first application of the ACPA was in the Circuit Court of Appeals for the Second Circuit case of Sporty’s Farm LLC v. Sportsman’s Market, Inc.   The Second Circuit held that Sporty’s Farm LLC violated the ACPA by using the domain name “sportys.com” to sell Christmas trees online.  The Court determined that the domain name incorporated the distinctive trade mark “Sporty’s” which belonged to Sportsman’s Market Inc., a mail-order catalogue company selling aviation related goods, tools and household accessories in a catalogue called “Sporty’s.

In early December of 1999, the NFL filed suit against California web site designer Ken Miller for the right to his domain name nfltoday.com.  CBS, host of pre-game show “NFL Today”, asked Miller to remove all CBS logos from his site and to relinquish the domain name without compensation.  Miller refused asking for $120,000.  The NFL then filed suit alleging Miller’s actions violate the Act.  Today, Miller has changed his sport betting web site to another URL “as a courtesy to NFL Properties.” 

On December 6, 1999, Harvard University filed suit against Web Productions for willfully registering, maintaining and offering to sell or licence numerous domain names including www.harvard-lawschool.com.  The complainant alleges that the defendant sent an e-mail message to Harvard offering it the right of first refusal prior to offering the domain names for sale to the general public.  The defendants registered over 65 Internet domain names incorporating the Harvard or Radcliffe marks.  Harvard sent Web Productions a cease and desist letter, asking it to stop using or offering to sell the domain names.  Today, the site www.harvard-lawschool.com does not provide a valid Internet connection.

Canadian domain name registrants have been pursued in U.S. courts under the ACPA.  In Northern Light Technolgy, Inc. v. Burgar  the United States Court of Appeals upheld a preliminary injunction which required an Albertan domain name owner to post a disclaimer on its web site northernlights.com.  The plaintiff holds a registered U.S. trade mark for NORTHERN LIGHT and operates the web site www.northernlight.com and complained that the defendant, who had engaged in a practice or registering popular domain names, had registered northernlights.com in bad faith.  The court had no trouble assuming jurisdiction based on the fact that the plaintiff was suffering tortious injury in Massachusetts.  The impugned site now directs users to their intended destination.  The Canadian owners of the domain name technodome.com  have been forced to defend an action in Virginia under the in rem provisions in the ACPA.  The Court asserted jurisdiction in part because it found that it was unclear whether or not Canada was a suitable forum in which to hear the dispute since it doesn’t have a body of law equivalent to the ACPA.  

The ACPA doesn’t just apply to the use of trade marks as domain names.  In Sheilds v. Zuccarini, the Court of Appeals for the 3rd Circuit found that typosquatting could also violate the ACPA.
The UDRP

In order to register a domain name in any of the TLD’s an applicant must now agree to be bound by the UDRP.  Consequently, every registrant has agreed to be subject to mandatory arbitration.  A complainant in a UDRP action must show that: (1) the impugned domain name is identical or confusingly similar to a trade mark or service mark in which the complainant has rights; (2) the registrant has no legitimate interest in respect of the domain name; and (3) the domain name has been registered and is being used in bad faith.  All three elements must exist before a complainant will be successful.  This alternative dispute resolution (“ADR”) mechanism does not operate like traditional courts.  Like all ADR systems, ICANN has attempted to provide an attractive alternative to litigation.  Under ICANN’s system, a complainant, upon paying a fee ($1,500 (USD) if WIPO is used as the arbiter and a single panelist is chosen), can have the dispute submitted to a panel of one or three members.  The panel will receive written submissions in electronic form from both sides and then make a decision based on those submissions.  The panel can order that the domain name be transferred from the registrant to the complainant.  The UDRP has several advantages over the court process, its easy to access, relatively inexpense and fast.  The scope of the reference however is limited to cases of cybersquatting.

These mandatory arbitrations are conducted by one of a group of approved dispute resolution service providers.  Each dispute resolution provider follows the Rules for Uniform Domain Name Dispute Resolution as well as its own supplemental rules. A list of approved dispute resolution service providers is available online.  Currently, the approved dispute resolution providers are:

CPR Institute for Dispute Resolution 

Asian Domain Name Dispute Resolution Centre
The National Arbitration Forum 

World Intellectual Property Organization 

An extensive body of arbitral decisions is developing.  There have been over 6000 proceedings commenced under the UDRP.  Current statistics are available from ICANN.

Some of the noteworthy decisions made under the UDRP involved:

· sting.com, in which the musician Sting was found to have no better rights to the domain name than the registrant because he could not establish bad faith [decision];

· usaolympiconlinestore.com, in which the panel agreed with the U.S. Olympic Committee and found that the registrant had no legitimate interest in including the registered trade mark OLYMPIC in its domain name [decision]; and

· presidentschoice.com, in which the panel found that Loblaws was unable to show that the domain name was registered in bad faith despite the fact that it was the same as Loblaws’ well known trade mark [decision].

In one particularly curious case, an individual changed his name to Oxford University to buttress his claim to the domain name www.oxford-university.com.  He lost the arbitration and probably had to change his name again.

However, the UDRP will always take a back seat to a court.  In Referee Enterprises, Inc. v. Planet Ref, Inc.
 the U.S. District Court granted a preliminary injunction against the registrant of several domain names based on U.S. trade mark law despite the fact that the arbiter under the UDRP did not find that a case of cybersquatting had been made out.  In fact, the U.S. Court of Appeal for the Third Circuit has recently held in Dluhos v. Strasberg (http://vls.law.villanova.edu/locator/3d/Feb2003/013713o.pdf) the court ruled that UDRP decisions are not entitled to the deferential judicial review afforded under the U.S. Federal Arbitrations Act.
CIRA’s Dispute Resolution Policy (the “CDRP”)

The CDRP establishes an alternate dispute resolution process like the UDRP for .ca domain names.  The CDRP was posted on November 29, 2001 and the dispute resolution service providers, were appointed in June, 2002.  The first decision was issued October 7, 2002 and there have been thirteen other decisions to date. 

The CDRP is an arbitration proceeding presided over by one or more panellists.

The CDRP does not apply to disputes between parties who have registered domain names in good faith and based on legitimate interests.  It is available and applies in the limited circumstances where:

1. the Registrant's domain name is Confusingly Similar to a Mark in which the Complainant had Rights prior to the date of registration;

2. the Registrant has no legitimate interest in the domain name; and

3. the Registrant has registered and is using the domain name in Bad Faith.

Each of the terms “Confusingly Similar”, “Mark”, “Rights” and “Bad Faith” are more particularly explained in the CDRP.  Indicia of Bad Faith are defined exhaustively in the CDRP to be:

1. registering the domain name primarily for the purpose of selling, renting, licensing or otherwise transferring the registration to the Complainant in excess of the Registrant’s actual costs;
2. registering the domain name to prevent the Complainant from registering its mark as a domain name provided that the Registrant has engaged in a pattern of such behaviour; or 
3. registering the domain name primarily for the purpose of disrupting the business of the complainant who is a competitor.
Unless these criteria are satisfied, no remedy is available under the CDRP.  The evidentiary burden is on the Complainant and set out clearly in the CDRP.  

Once a complaint is filed, no changes can be made to the registration of the domain name.  The remedies under the CDRP are cancellation of the domain name or transfer of the registration.  The CDRP is not the exclusive remedy - either party can bring the matter before a court at any time during or after the arbitration.  Decisions are implemented no sooner than sixty days after CIRA is notified of the panels decisions.  

CDRP DECISIONS

In Red Robin Inc. v. Greg Tieu the  Complainant owned a registered Canadian trade mark for RED ROBIN which is identical to and registered prior to the domain name redrobin.ca.  No response was filed and the matter was decided by a sole panellist, J.E. Redmonds Q.C., acting for the BCICAC.  Confusing similarity established because trade mark and domain name were identical.   The Panellist held that a Registrant only has a legitimate interest if the Registrant satisfies the requirements of section 3.6 of the CDRP (Note that this would appear to be contrary to the onus set out in section 4.1 of the CDRP which provides that the Complainant "must provide some evidence that the Registrant has no legitimate interest in the domain name.)  The Complainant appended a series of letters exchanged with the Registrant.  The Panellist held that the Registrant had been given an opportunity to explain its legitimate interest and that only reasonable inference from the Registrant's silence was that he had none.  Finally, Bad faith was found to exist based on the contents of the Registrant's letters which established: (1) the domain name was not being used; (2) the Registrant was offering to sell the domain name to the Complainant; and (3) the Registrant was threatening to sell the domain name to a third party if the Complainant did not buy it.  There was also evidence that the Registrant had registered other domain names such as virginatlanticairlines.ca, virgin-atlantic.ca and virginatlanticairways.ca.  In the result, the domain name was ordered to be transferred to the Complainant.
In Browne & Co. Ltd. v. Bluebird Industries, the Complainant had used, and continued to use, the trade names Browne & Co. Ltd. and Browne & Co.  and the common law trade mark BROWNE.  The Complainant had also registered and was using the domain name browneco.com.  No response was filed and the matter was decided by a sole panellist, Denis M. Magnusson, acting for Resolution Canada.  The Panellist noted that Rule 12.1 of the CDRP Rules provides that, unless there is an agreement to the contrary, the applicable law is the law of Ontario or, in the case of a Registrant domiciled in Quebec, the law of Quebec.  Notice was effected by deemed service under Rule 2.6  The Panellist noted that the UDRP requires a mark to be "identical or confusingly similar" whereas the CDRP only requires a mark to be "confusingly similar".  The Panellist considered the trade name to be inherently non-distinctive but that the Complainant had established secondary meaning in the trade name in its evidence and that the domain name "greatly resembles" the Complainant's trade name.  The Panellist emphasised the need to establish bad faith by satisfying one of the three tests set out under section 3.7 of the CDRP.  Because the Registrant and Complainant were found to be competitors, the Panellist held that it was a "reasonable inference" that the Registrant acquired the domain name primarily for the purpose of disrupting the business of the Complainant.  The Panelist examined each of the six categories of legitimate interest set out in section 3.6 of the CDRP and concluded that it was not shown that the Registrant has a legitimate interest in the domain name.   The domain name was ordered to be transferred to the Complainant.
In Biogen, Inc. v. XCalibur Communications, Complainant owned a registered Canadian trade mark for BIOGEN which is identical to and registered prior to the domain name biogen.ca.  No response was filed and the matter was decided by a sole panellist, Hon. Roger P. Kerans, acting for the BCICAC.  The Panellist held that, because BIOGEN is a coined word, a person familiar with the trade mark who was searching the web for the Complainant or its products would find the domain name confusingly similar.  Since the Respondent was not using the domain name and the Panellist found on the evidence that the sole use of the domain name by the Respondent was offering it for sale.  Finally, the Panellist recognized that bad faith must be established on a balance of probabilities.  The Panellist accepted that the only reasonable inference was the Respondent was aware of the existence of the Complainant's use of the trade mark before registering the domain name and was guilty of at least one of the three tests for bad faith.  The Panellist relied on the following evidence it reaching his conclusion that bad faith had been established: 

(1)
a total lack of any evidence that the Respondent had a legitimate interest in the domain name;


(2)
the fact that the domain name was a unique coined word; and


(3)
the failure of the Respondent to reply to the Complaint.

This decision suggests that were the Respondent has no legitimate interest, bad faith will be inferred.  The domain name was ordered to be transferred to the Complainant.
In Cheap Tickets and Travel Inc. v. Emall.ca Inc., the Complainant used the business name Cheap Tickets and Travel Inc. and owned a registered Canadian trade mark for CHEAP TICKETS which is identical to and registered prior to the domain name cheaptickets.ca.  The Registrant, Emall.ca Inc. filed a response was filed and the matter was decided by a three member panel composed of Bradley J. Freedman, David R. Haigh and Patrick Flaherty acting for the BCICAC.  Interestingly, under Rules 9.1(b) and 11.1 the Panel issues a Procedural Order requesting further evidence and argument.  The Panel also found that the scope of the CDRP was narrow and the date for determining whether the Complainant had "Rights" in the "Mark" is the date the domain name was registered.  The evidence required to support a Complaint depends on the nature of the Complainant's Rights in the Mark.  For example, a Complainant does not have to prove use of a registered trade mark if the trade mark was registered prior to the domain name registration.  If a Complainant relies on an unregistered trade mark or a trade mark registered after the domain name registration, the Complainant must establish that the trade mark was used in Canada by the Complainant or its predecessor in title prior to the date of the domain name registration.  The Panel found that, on the balance of probabilities, the Complainant had not proved that it had rights in the CHEAP TICKETS trade mark prior to the date on which the domain name was registered.  The Panel failed to find the Complainant liable for costs under section 4.6 of the CDRP and specifically found that the Complainant had not acted "unfairly and without colour of right" so as to attract the cost consequences of commencing a bad faith complaint.  The Complaint was refused.
In Elysium Wealth Management Inc. v. Brian Driscoll, the Complainant owned a registered Canadian trade mark for CEO FUND.  The Registrant, Brian Driscoll did not respond to the Complaint but the corporation using the domain name objected to the hearing on the basis that it had already agreed to discontinue use of the domain name.  The sole panellist was David Allsebrook acting for the BCICAC.  The Complainant's registered trade mark was registered before the domain name – the Panellist had no trouble concluding that the domain name was confusingly similar to a mark in which the Complainant had rights.  The Panellist recognized that none of the six enumerated circumstances of legitimate interest listed in section 3.6 of the CDRP addressed use of a domain name by someone other than the Registrant.  The Panellist found, for the purposes of section 3.6(a) of the CDRP, that a Registrant cannot have "Rights in a Mark" where it is Confusingly Similar to a registered trade mark owned by the Complainant.  Since none of the other categories of legitimate interest applied in the circumstances, the Panellist found that the Registrant did not have any legitimate interest.  The Panellist also found that the motive of bad faith required by paragraph 3.7(c) of the CDRP was satisfied where a Registrant knowingly uses or permits the use of a domain name so as to infringe the Complainant's trade mark rights under section 19 of the Trade-marks Act.  The domain name was ordered to be transferred to the Complainant.
The complaint in Canadian Broadcasting Corporation / Sociéte Radio-Canada v. William Quon concerned the domain name radiocanada.ca.  The Complainant uses the common law trade-mark and trade name RADIO CANADA and owns the official mark RADIO CANADA INTERNATIONAL.  The Registrant operated a web site that was "under construction" in conjunction with the domain name.  The Complaint was heard by a three-member panel acting for the BCICAC.  The Panel found that the CDRP protects unregistered trade-marks as well as registered trade-marks.  The Panel also found that the test for Confusing Similarity was not the test for confusion normally found in Canadian trade-mark jurisprudence but was a test of resemblance in "appearance, sound or the ideas suggested by the Mark."  The Panel relied on UDRP decisions for the proposition that "the absence of punctuation marks, such as hyphens, does not alter the fact that a domain name is identical to a mark" and found that the domain name was the phonetic equivalent of the Complainant's common law trade-mark RADIO-CANADA.  The Panel found that the Complainant had shown some evidence of a lack of Legitimate Interest by virtue of the fact that there was no active web site associated with the domain name.  Further, the panel rejected the assertion that the domain name had been used for private emails and private web page development as being without evidentiary foundation.  The Panel recognized that although the onus is on the Complainant to prove, on a balance of probability, the existence of one of the three grounds of Bad Faith set out in paragraph 3.7 of the CDRP, that it is usually difficult if not impossible for a Complainant to actually show Bad Faith with concrete evidence.  The Panel held that it was entitled to take into consideration surrounding circumstances and draw inferences from the evidence in assessing Bad Faith.  The Panel went on to find that once the Complainant has made out a prima facie case of Bad Faith, the onus shifts to the Registrant to either justify or explain its conduct.  The Panel found that the Registration was made in Bad Faith pursuant to paragraph 3.7(b) by virtue of his having registered the domain names radiocanada.ca, etobicoke.ca and onekingwest.ca, none of which were related or associated with an active web site.  Further, the Panel found that the registration of as few as two domain names was sufficient to establish a pattern of registering domain names if those domain names incorporate third party marks.  The domain name was ordered transferred to the Complainant.

The Complaint in Air Products Canada Ltd. / Prodair Canada Ltée v. Index Quebec Inc. involved the domain name airporducts.ca.  The Complainant was based on ownership of the trade name Air Products Inc. and the registered trade-mark Air Products & Design.  The Registrant counterclaimed alleging that the complaint was brought in bad faith.  The Complaint was heard by a three-member panel acting for Resolution Canada.  The Panel considered the test for Confusing Similarity and found that test is not one of mere resemblance but one that requires confusion in the traditional trade-mark sense.  On that basis, the Panel found that the domain name was not confusingly similar to the Complainant's Marks because "for the ordinary Internet user, the words 'air products', whether as part of the Complainant's Marks or the Registrant's domain name, in the constrained context of Internet domain name use, are not adapted to and do not distinguish one business form other businesses nor are they adapted to and do not distinguish the products of one business from the products of other businesses, but simply describe a type of business, and a type of product which could originate from any one of many businesses."  Hedging their bets, the Panel alternately found that if the test for confusing similarity was one of resemblance, then the domain name was confusingly similar to the Complainant's Marks.  The Registrant confessed to registering a number of descriptive domain names.  The Panel accepted evidence that the Registrant was not aware of the Complainant's Marks and found there was no bad faith.  The Registrant relied on paragraph 3.6(b) to show a legitimate interest.  Although the domain name did not have a specific web site associated with it, the Panel found that the Registrant was using the domain name in good faith in association with any wares services or business even though the use was merely to refer a user to a web site which advertised the wares, services or business of another person but that the domain name was not clearly descriptive of the wares, services or business of the associated web site.  The Panel found that the Registrant had not satisfied the test for Legitimate Interest.  Presumably, to clarify the decision, an addendum was subsequently issued.  The Complaint and the counterclaim were dismissed.

In Trans Union LLC v. 1491070 Ontario Inc. the Complaint involved the domain name transunion.ca.  

The Complainant was the owner of two registrations for the TRANS UNION trade-mark in association with respectively advertising and marketing and credit reporting services.  The domain name resolved to the Registrant's porn sites at www.dvdera.com and www.smut-video.com operated by the Registrant.  The Complaint was heard by a sole panellist acting for Resolution Canada.  The Panel considered the test for Confusing Similarity and found that it is one of resemblance, not of confusion as normally found in trade-mark law.  Since the domain name and the Complainant's Marks were identical, the Panel had no trouble finding confusing similarity.  The Complainant argued that the Registration was made in Bad Faith as set out in paragraph 3.7(c), namely that the domain name was registered or acquired for the purposes of disrupting the business of the Complainant by a competitor.  The Panel considered UDRP decisions in which a "competitor" was found to be anyone who: (a) acts in opposition to another, including competing for the attention of Internet users; and (b) that the Registrant does not have to be a commercial business competitor or sell competing products (or, presumably, services).  The Panel noted that such a broad definition of competitor was not consistently applied in UDRP decisions and found that the meaning of "competitor" for the purposes of the CDRP was narrow: a Registrant can disrupt the business of a competitor only if it offers goods or services that can compete with or rival the goods or services offered by the trade-mark owner.  The Panel went on to find that because the definition of Bad Faith in the CDRP was exhaustive, "there is no room in the CIRA Policy for a 'broad' interpretation".  Because the Registrant was not offering porn and not credit reporting services, Bad Faith was not established.  The Panel did not consider whether or not the Registrant had a Legitimate Interest.  The Complaint was denied.

In Great Pacific Industries Inc. v. Ghalib Dhalla the Complaint involved the domain name saveonfoods.ca.  The Complainant was based on ownership of the trade-mark SAVE ON FOODS at common law and by registration and on a trade-mark application for SAVE-ON -FOODS.  (Note that the CDRP does not seem to contemplate any rights flowing from a mere trade-mark application.)  The Registrant had not made any use of the domain name.  The Complaint was heard by a three-member panel acting for the BCICAC.  The Panel found the domain name and the Complainant's Marks to be Confusing Similarity.  The Complainant argued that the Registration was made in Bad Faith because the Registrant had engaged in a pattern of registering domain names so as to prevent other parties from registering their Marks as domain names.  Specifically, the Complainant pointed to the Registrant's registration of the hockeynightincanada.ca (the CBC owns a trade-mark for HOCKEY NIGHT IN CANADA) domain name as evidence of Bad Faith.  The Panel found that it was inconceivable, given the extensive advertising and reputation of the Complainant that the Registrant was unaware of the Complainant and its Marks.  The Registrant also admitted that he had no intention to use the domain name for another three to five years.  The Complainant was found to have established Bad Faith.  Bad Faith was also found under paragraph 3.7(c) of the CDRP because the saveonfoods.ca web site provided:  "Future site for savings on food – groceries, restaurants, organic food delivery, bulk purchase."  The Panel found that this was the same business as the Complainant and that the web site would compete with the Complainant.  The fact that the competition would only occur in the future was found to be of no consequence.  The Panel only considered the Registrant's possible interest under paragraph 3.6(c) of the CDRP but found that paragraph required a present use and not an intention to use in the future such that a registrant was not entitled to "park" a domain name to be used for a business sometime in the future.  The domain name was ordered to be transferred to the Complainant.

In Christian Houle v. Jean-Pierre Ranger International Inc. the Complaint involved the domain name quebecreservation.ca.  The Complainant was using the trade name Québec Réservation and the domain name quebecreservation.com.  The Panel found that the Complainant had rights in trade-mark QUEBEC RESERVATION although the basis for the finding is unclear from the decision.  The Registrant used the domain name to resolve to hospitality-canada.com.  The Registrant did not file a Response.  The Complaint was heard by a sole panellist acting for the BCICAC.  The Panel found the domain name to be confusingly similar to the Complainant's Mark without regard to the omission of higher case letters, accents and spaces which was due to the technical requirements of the Internet.  The Registrant was found to be a competitor of the Complainant and to have registered the domain name in Bad Faith under paragraph 3.7(c).  Because the domain name merely resolved to another domain name, the Panel found that the Registrant had No Legitimate Interest in the domain name.  The decision does not clearly show how the CDRP was being applied but nevertheless the domain name was ordered to be "immediately" transferred to the Complaint.

In The Government of Canada, on behalf of Her Majesty the Queen in Right of Canada v. David Bedford (d.b.a. Abundance Computing Consulting) the Complaint involved the domain names canadiancustoms.ca, ecgc.ca, governmentofcanada.ca, gouvernementducanada.ca, publicworkscanada.ca, statcanada.ca, statscanada.ca, transportcanada.ca, theweatheroffice.ca and weatheroffice.ca.  The Canadian government claimed that the domain names were confusingly similar to (i) its official marks GOVERNMENT OF CANADA, TRANSPORT CANADA, WEATHER OFFICE and WEATHEROFFICE.CA, and (ii) its common law trademarks 'Canada Customs and Revenue Agency', 'ec.gc.ca', 'Public Works and Government Services Canada', 'Public Works Canada' and 'Statistics Canada'. The government brought a complaint under the CDRP requesting the transfer of the domain names. It had already obtained the transfer, under the UDRP, of 31 top-level generic domain names registered by Bedford.  The Complaint was heard by a three-member panel acting for the BCICAC.  In looking at whether the government has rights in the marks that were the basis for the claim, the Panel found that the government had rights in its official marks pursuant to Paragraph 3.3(c) of the CDRP, which provides that public notice of the adoption and use of an official mark under the Trademarks Act is sufficient to create rights in that mark. Further, the Panel is not required or permitted to look beyond the evidence provided by the register to determine the validity of a mark based on lack of distinctiveness or non-use where rights are based on either registered Canadian trademarks or official marks.  The Panel also confirmed the government's claims in its common law trademark rights, finding that, as a non-commercial organization, the government had used the marks to carry out, promote and advertise its non-commercial activities, as required by the CDRP.  The Panel applied a test of resemblance based upon first impression and imperfect recollection to determine whether the domain names were confusingly similar to the marks. It found that all the domain names, except 'canadiancustoms.ca', were confusingly similar to the government's marks.  Bad Faith was established based on the Registrant's pattern of registering domain names confusingly similar to third party Marks.  The Panel found that the Registrant had No Legitimate Interest and ordered that the domain names, with the exception of the canadiancustoms.ca, be transferred to the Complainant.

The Government of Alberta, on behalf of Her Majesty the Queen in Right of Alberta v. Advantico Internet Solutions Inc. was concerned with the domain name albertagovernmnent.ca.  The Panel found that the Complainant uses its Mark ALBERTA GOVERNMENT to distinguish itself from all other Canadian provincial governments and that it had registered numerous official marks which included the words "Alberta" and "government".  The Registrant used the domain name to redirect Internet users to a pornographic web site.  The Registrant did not file a Response.  The Complaint was heard by a sole panellist acting for the BCICAC.  The Panel found the domain name confusingly similar to the words "Government of Alberta" in which the Complainant had rights.  The Panel opined that although a finding that the Registrant had no legitimate interest in the domain name that is confusingly similar to the Complainant's Mark did not automatically lead to a conclusion of Bad Faith, the facts supporting such a finding may be relevant.  The Panel held that the Complainant's name and Mark was notorious and that, along with "confusion, non-use etcetera" supported a finding of bad faith.  The Panel found that because the Registrant did not use the domain name, it was confusingly similar to the Complainant's Mark and because there was no information suggesting any association between the Registrant or its business and the domain name, that the Registrant had no legitimate interest.  It should be noted that CIRA has reserved certain geographical domain names under paragraph 3.3 of its registration policy.  The domain name was ordered to be transferred to the Complainant.

In Acrobat Construction / Entreprise Management Inc. v. 1550507 Ontario Inc., concerning the domain name acrobat.ca, tThe Complainant was based on ownership of the trade name Acrobat Construction / Entreprise Management Inc.  The decision seems to suggest that the Complainant had registered the domain name but that its registration expired, at which point the Registrant obtained registration of the domain name.  The Registrant counterclaimed alleging that the complaint was brought in bad faith.  The Complaint was heard by a three-member panel acting for Resolution Canada.  Interestingly, the Panel found that the Complainant had not satisfied the rules of evidence because it did not provide an affidavit.  Nevertheless the Panel accepted the evidence.  The Panel found that the Complainant's use of the trade name Acrobat Construction / Entreprise Management Inc failed to give it rights in the ACROBAT Mark on the basis that the use of a composite mark does not establish use of its constituent elements.  The Panel also considered the fact that the nature of the wares, services and business of the parties differed dramatically, suggesting that it was applying the test of confusion despite the fact that it expressly acknowledged that the test for Confusing Similarity was a test of resemblance.  Adopting the reasoning in the biogen.ca decision expressly, and the radiocanada.ca decision implicitly, the Panel found that direct evidence of Bad Faith was almost impossible to prove by direct evidence.  The Panel found that once the Complainant had made out a prima facie case of Bad Faith, the onus shifts to the Registrant to justify or explain its conduct.  The Panel found that the Complainant and Registrant were not competitors and that a Registrant can "disrupt the business of a Competitor" only if it offers goods or services that can compete with or rival the goods or services offered by the Complainant.  The Panel also found that the mere registration of a number of domain names does not constitute bad faith and also pointed out that the word acrobat was widely used in trade names and as a trade-mark.  The Panel found that the Registrant's commercial use of the domain name in advance of the date on which the complaint was filed constituted good faith use of the Mark under paragraph 3.6(a).  It is unclear whether the use of the domain name alone was sufficient to constitute use of domain name as a Mark or whether, the finding was based on the fact that, as is presently the case, that the domain name appears in the body of the web site itself.  The Complaint and the counterclaim were dismissed.

Dispute Resolution in Other Registries

Nominet.uk (“Nominet”), the United Kingdom Internet Names Organization, operates the .uk registry and provides a dispute resolution service (“DRS”).  Formerly, Nominet only mediated disputes but it now requires Registrants to submit to a binding arbitration process.  Largely modeled on ICANN’s UDRP, a Complainant would be able to commence a proceeding against an abusive domain name registration in the following circumstances:  (1) where the domain name was registered primarily for the purposes of selling, renting or otherwise transferring the Domain Name to the Complainant to a competitor of the Complainant, for valuable consideration in excess of the Respondent's documented out-of-pocket costs directly associated with acquiring or using the Domain Name; (2) where the domain name was registered as a blocking registration against a name or mark in which the Complainant has Rights; (3) where the domain name was registered primarily for the purpose of unfairly disrupting the business of the Complainant; (4) where the Respondent is using the Domain Name in a way which has confused people or businesses into believing that the domain name is registered to, operated or authorised by, or otherwise connected with the Complainant; (5) where the Complainant can demonstrate that the Respondent is engaged in a pattern of making Abusive Registrations; or (6) it is independently verified that the Respondent gave false contact details to Nominet.  Failure on a Respondent's part to use the domain name for the purposes of email or a web site is not in itself evidence that the domain name is an Abusive Registration.

Compromise

One solution for resolving competing claims is to share the domain name.  A web site can be set up and links provided to the sites belonging to each of the entities owning "different" rights to the trade marks. See for example the scrabble.com site that provides a gateway to the Milton Bradley Scrabble site if you indicate that you are a resident of Canada or the United States, or to the Spear's Games/Mattel Scrabble home page if you indicate you reside elsewhere. 

Reference Sources
There are several good sites that review domain name disputes:

· Domain Name Disputes list at the John Marshall Law School; and

· The Canadian Internet Law Resource Page, maintained by Professor Michael Geist.  A different version is available here.

OTHER INFRINGING ACTIVITIES

Trade mark owners should not only be concerned that someone will use their mark in a domain name, in order to protect their goodwill in the mark, trade mark owners must also be alert to cyberjacking, framing, linking and search result advertising.  Finally, there is a developing body of UDRP decisions involving celebrity names which deserves attention.

Cyberjacking and Meta-tags 

Cyberjacking is the use of someone else's trade mark or name to attract visitors to your site. It is a form of "bait and switch". 

In some cases, the use of another company's trade mark can lead to confusion or to trade mark dilution. For example, in Playboy Enterprises v. Frena
, the defendant posted copies of Playboy photographs on a computer billboard. Some of the photographs bore the PLAYBOY and PLAYMATE trade marks, while in other cases, the trade marks had been removed from the photograph and replaced by the Defendant's name and address. The court held that Frena had infringed Playboy's rights by transmitting its trade marks to users of the bulletin board system. Moreover, the court found Frena had committed unfair competition by removing Playboy's trade marks and placing his own advertisements on the photographs. 

In Playboy Enterprises Inc. v. Calvin Designer Label
 the operator of an adult entertainment web site placed the words PLAYMATE and PLAYBOY on its web pages in buried code or meta-tags. The court issued a restraining order against the defendant because it was creating confusion as to the source and or sponsorship of its web pages. 
In other cases, the use of another company's trade mark can be legitimate and permissible. In Playboy Enterprises v. Welles
, Playboy sued former Playboy Playmate Terri Welles who had used the terms "Playmate of the Year 1981" and "PMOY '81" visibly on her web site and the words "Playboy" and "Playmate" in meta-tags.  The Court held that because she had been Playmate of the Year in 1981, she was entitled, under the doctrine of nominative fair use, to refer to herself using Playboy’s registered trade marks.  Documents filed in the litigation are available online.  

Framing

Frames allow two or more windows to be shown on the viewer's screen at the same time. The content of the various windows are either cropped or wrapped to fit the smaller window.  A common design for a web page is to have banner advertisements in a window or frame above or beside the window in which the prime content is located.  The ad is thus exposed to the reader and the web page owner is paid by the advertiser for such exposure.

In the Shetland Times case, the Scottish equivalent of an interlocutory injunction was granted where one Shetland Island newspaper (The Shetland News) framed articles from the web site of a competitor (The Shetland Times), making it look as though the articles originated with the Shetland Times.  See a simulation of the deep framing that started the lawsuit.  The "deep framing" avoids ads run by the owner of the web site, thereby diminishing its value.

A similar case in the United States arose in Washington Post v. Total News. At the time of the complaint, Total News enabled users to access the sites of various other news organizations within a frame bearing Total News' name and advertising. The matter was settled and the Total News site now supports links to other news organizations through a separate window.

A Canadian court disapproved of framing in Imax Corp. v. Showmax Inc.
   Mr. Justice Teitelbaum granted Imax an interim interlocutory injunction with costs in an action for trademark infringement, passing off, depreciation of goodwill contrary to s.22(1) of the Trade-marks Act, making false and misleading statements contrary to s.7(a) of the Trade-marks Act, and infringement of the plaintiff’s copyright in its website.  Imax has a registered trademark IMAX used in association with motion picture theatre services as well as a number of trade marks comprising of the word “IMAX.” First, the defendant announced its intentions to operate large-format theatres in association with the trade mark SHOWMAX.  Second, the defendant displayed an image of an Imax theatre in its promotional materials. Third, the defendant’s Showmax website offered a link that was framed by a page of the Showmax site, which led viewers to the Old Port of Montreal website which in turn contained information about and an image of the plaintiff’s Imax cinema. Therefore, the plaintiff claimed that the defendant’s use of the name Showmax was an imitation of Imax’s trade mark and was proposed to be used in connection with the same business as Imax. Furthermore, the plaintiff claimed that the use of the name Showmax infringed the Imax trade mark and was likely to cause confusion in Canada between the two businesses. The plaintiff was able to satisfy the Court that it had met the necessary requirements for the grant of an interlocutory injunction:  serious issue to be tried; irreparable harm if the injunction were not granted; and a balance of convenience favoring the injunction.  Justice Rouleau granted Imax a permanent injunction against Showmax.

Linking

As discussed above, a hyperlink allows you to "jump" from web site to web site. It is unusual for a web site operator to get permission before incorporating hyperlinks in web pages. However, in certain cases, links may imply an association between web sites that does not exist. 

On August 10, 2000, the U.S. District Court for the Central District of California released its reasons for denying an interlocutory injunction to prevent "deep linking" in the case of Ticketmaster v. Tickets.com.  

Both Ticketmaster and Tickets.com are in the business of selling tickets to entertainment events over the Internet.  Tickets.com provided links from its web site to web pages on the Ticketmaster site.  These links allowed users to by-pass the Ticketmaster home page and go directly to event web pages.  Ticketmaster developed a technological solution to prevent this "deep linking". Tickets.com also used webcrawlers and spiders to monitor the content of the Ticketmaster site.  The information collected by these spiders was then reported on the Tickets.com web site.

Ticketmaster pressed its claim on grounds of copyright and trade mark (Lanham Act) infringement, trespass to chattels and unfair competition.

Applying Feist Publications,
 the court found that purely factual matters, such as the time, place, venue and price of public events are not protected by copyright.  The court also recognized that the webcrawlers, in operation, copied the Ticketmaster web pages.  However, court applied the "fair use" doctrine from Connectix  Corp.
 and found that copying for the purpose of reverse engineering to obtain unprotectable information is permissible.  

The court also refused to apply the "hot news" doctrine of misappropriation from International News Service although it appears from the reasons that this was argued as copyright violation rather than as a separate tort of misappropriation.  Since Ticketmaster still benefited by selling the tickets, it is unlikely that Tickets.com is reaping where it has not sown and depriving Ticketmaster of substantially all of its work.

Discussing eBay Inc. v. Builder's Edge
 the court found that the basic elements of trespass to chattels must include physical harm to the chattel or obstruction of the chattels basic function and that Ticketmaster had not shown that the spiders sufficiently interfered with its web site to constitute the tort of trespass to chattels.

The court dismissed the allegations of Lanham Act violations in summary fashion, stating, Tickets.com "does not pass itself off as TM [Ticketmaster].  In fact, it carefully says that it cannot sell the tickets but will refer the buyer to another broker ... the customer ends up on the TM home web page filled with TM logos.  The customer is unlikely to be misled ...".

The court did not consider Tickets.com's violation of Ticketmaster's linking policy to be actionable.

Although this case doesn't resolve the matter of "deep linking", it certainly supports the position that unapproved linking to the home page of another company's web site is not actionable in situations where there is no confusion as to the source of the services.

In March, 2003, the US District Court for the Central District of California dismissed TM's claims based on trespass to chattel and copyright infringement.  A copy of that decision is available at www.netcoalition.com/keyissues/2003-06-12.430.pdf  
Search Results Advertising

Search engines generate revenue by selling advertising. When a user enters a search term, the search engine displays advertisements that are related to that search.  Some search engines will display banner ads for a customer if the customer’s competitor’s trade mark or trade name is entered as a search word.

On June 29, 1999, in VNU v. The Monster Board, the District Court of the Hague enjoined The Monster Board from having Vindix (a search engine) use VSU’s trade mark INTERMEDIAIR to trigger a banner add for The Monster Board, a competing American job search service.

Playboy Enterprises Inc. is going back to court to try and stop Excite from advertising other pornographic web sites in framed banner ads showing the search results when "Playboy" is entered as a search term. Playboy is claiming that Excite is guilty of trade mark infringement and unfair competition. In a similar case, Estee Lauder filed suit against Excite because, when Estee Lauder is entered as a search term, advertising for the Fragrance Counter bearing the Estee Lauder name appears; the Fragrance Counter is not an authorized retailer of Estee Lauder products. The Fragrance Counter has since removed the Estee Lauder mark from its advertisements.

In Playboy Enterprises Inc. v. Netscape Communication Corp.
, a U.S. Federal District Court in Santa Ana, California dismissed an application for a preliminary injunction to prevent Excite from using "key word buys" for the words "playboy" or "playmate". The Court held that the defendants were using the marks as generic words. The Court distinguished the Brookfield Communications Inc. v. West Coast Entertainment Corp.
 case which dealt with the trade mark MovieBuff, because in that case, MovieBuff was not an "English word in its own right". "Playboy" and "playmate" are. Playboy argued the principle of "initial interest confusion" analogizing it to the use of a competitor’s trade mark on a road sign on a highway. When a driver exits, there is no store bearing such name but, instead, a competitor’s store is present and the visitor decides to shop there. The Court held that a higher showing of confusion was appropriate where First Amendment interests were at stake. Playboy was not entitled to obtain a monopoly on the English language words "playboy" and "playmate". The Court also dismissed Playboy’s claim for trade mark dilution because Playboy had not shown that the defendants had used the words as trade marks but, rather, as generic words.

Personality Rights

Cases in which celebrity names are registered as domain names by someone other than the celebrity usually involve applications by celebrities under the UDRP.  For example, Julia Roberts successfully argued that she had common law trade mark rights in her name and was able to recover juliaroberts.com.   Madonna recovered madonna.com on the basis that her name has also been registered as a trade mark.  Sting and Bruce Springsteen were not so lucky.  newsbytes.com reports that California, land of the stars, is contemplating special legislation to fill the gaps in the UDRP and ACPA.

PROTECTING YOUR TRADE MARKS

Trade mark owners should register their important trade marks in as many domain name registries as possible.  They should periodically search the Internet for infringers using as many of the commercial search engines as possible.  

The domain name registries are not static.  Originally, the length of domain names was limited to 22 characters but domain names can now be up to 63 characters long in the commercial TLDs.  Trade mark owners need to keep abreast of changes in registration parameters to protect their rights.  For example the owner of the trade mark WORLD WRESTLING FEDERATION may have registered wwf.com when registrations were limited to 22 characters, but when the number of characters permitted in a domain name was expanded, if the trade mark owner didn't register its full name, someone else could.  This did, in fact, happen to the WWF but it was lucky enough to get its name back in the first cybersquatting case decided by the World Intellectual Property Organization.  Unfortunately for the wrestlers, an English court recently found that the World Wildlife Fund had a better claim to the domain name wwf.com and took it away.

Applying for an interlocutory injunction is a quick way of protecting a domain name.  Recent cases suggest that interlocutory injunctions will be available to help resolve domain name disputes.  In Saskatoon Star Phoenix Group Inc. v. Norton
 the plaintiff was the publisher of  “The StarPhoenix”, a daily newspaper, in Saskatchewan.  The plaintiff also operated a website at thestarphoenix.com which displayed news stories and banner ads.  The defendant registered the domain name saskatoonstarphoenix.com and displayed the same material as found on the plaintiff’s site except that the defendant replaced the plaintiff’s banner ads with its own.   The Court found that the defendant was in the business of registering domain names.  One of the defendant’s other web sites had a “courtesy link” to “The StarPhoenix” which took a browser to the defendant’s web site.  The plaintiff commenced an action in passing off.  The plaintiff had evidence, in the form of emails, of browsers actually being confused by the defendant’s site.  The plaintiff was granted an interlocutory injunction.  The defendant did not defend the passing off action, was noted in default, and the court ordered $5000.00 in damages (despite no actual loss being shown), a permanent injunction, transfer of the domain name registrations and costs against the defendant.  The Court considered, but refused to award punitive damages because domain name actions were relatively new.  The Court did find that, in the future, punitive damages could be awarded on the facts of this case.  However, in Molson Breweries v. Kuettner
 the Court would not accept deposit of the domain name into Court to ensure its “safekeeping” pending trial.

In Vulcan Northwest Inc. et al. v. Vulcan Ventures Corp.
 the plaintiffs, two venture capital firms affiliated with Paul Allen, billionaire and former partner of Bill Gates, brought a passing off action against a penny stock mining exploration company that traded on the CDNX.  The plaintiffs applied for an interlocutory injunction restraining the defendant from identifying itself as Vulcan Ventures.  The plaintiff had applied for, but not yet registered the trade mark VULCAN VENTURES.  In granting the interlocutory injunction, the Court found that: “[t]he potential for confusion is obvious and much of it may never come to the plaintiffs’ attention thus making the damages unknown and irreparable.”  The Court specifically found that the defendant “has investor Internet site, Stockhouse.com”  that contained links to news about the plaintiffs.  The affiliation between Stockhouse.com and the defendant was unclear.  This case seems to have lowered the threshold for an interlocutory injunction.

In Northern Lights Expeditions Ltd. v. Spirit Wind Expeditions Ltd. et al.
 the Court granted an interlocutory injunction preventing the defendant from using the words “Lost Islands” as meta-tags on its website because it had previously agreed to remove them.  The parties had previously entered into Minutes of Settlement in which the defendant had agreed to refrain from using or disseminating in any way the name “Lost Islands”, including disseminating the Lost Islands meta-tags in the Web site source code.  In June, 2001, the plaintiff discovered that the defendant had maintained the Lost Islands meta-tags in the Web site source code and continued to maintain Web sites describing their Lost Islands tours, contrary to the Minutes of Settlement.  The court in this case was satisfied that the plaintiff had met the criteria for granting an interim interlocutory injunction.  The court ordered the defendant to make the necessary changes on the Web site and the meta-tags since they could be done with relatively little expense.

Irreparable harm was not made out in Toronto.com v. Sinclair (c.o.b. Friendship Enterprises)
 and toronto2.com was not prevented from using its domain name pending trial.

The Court did grant an interlocutory injunction in Itravel2000.com Inc. (c.o.b. Itravel) v. Fagan
 which prevented the defendant from transferring the domain name itravel.ca pending trial.  Although the defendant was an admitted cybersquatter, of particular interest in this case was the fact that there were numerous potential legitimate claimants to the domain name.  Presumably, the plaintiff could not recover the domain name from one of these third parties and so used the interlocutory injunction to make sure that it was first in line for the domain name.  If these orders become commonplace, then it will be imperative to file suit as early as possible to prevent other legitimate claimants to the domain name in question from gaining an advantage. 

Summary judgment can also be used to expedite domain name litigation.  In Bell ExpressVu Limited Partnership v. Tedmonds & Co. Inc.
 the Court refused to grant summary judgment enjoining the defendant from using the domain name expressvu.org on the basis that there was no evidence that the defendant was making a “commercial use” of the plaintiff’s trade mark.  The defendant was allegedly selling U.S. satellite decoding technology in Canada.  The plaintiff held the registered trade mark EXPRESSVU and had registered the domain name expressview.com.  The defendant was using expressvu.org to post information relating to the legal action.   Of significant interest for future disputes, the Court found authority for its reasons in an administrative decision issued under the UDRP implicitly recognizing the value of these decisions as precedent. 
JURISDICTION AND ENFORCEMENT ISSUES

Courts recognize international borders; the Internet does not.  Canadian courts assume jurisdiction over disputes when there is a substantial connection between the parties or the cause of action.  The question is, when does a web site "do something" within a jurisdiction to give the Courts of that jurisdiction power and authority over the web site? 

In the past, the distinction was drawn between passive web sites which only display information on the other hand, and "aggressive" or "interactive" web sites that target business from another jurisdiction or contract with customers in other jurisdictions on the other.  Courts refused to take jurisdiction over foreign passive web sites but were quick to do so over active web sites on the basis that they could be considered as within the other jurisdiction.  

The leading case on Internet jurisdiction in the United States is still Zippo Manufacturing Company v. Zippo Doctor, Inc. ("Zippo")
   The three-pronged test as set out in Zippo makes the assumption of jurisdiction dependent upon: 

(1) sufficient minimum contact with the forum state; 

(2) the claim arising out of those contacts; and 

(3) the reasonable exercise of jurisdiction.

The court in Zippo specifically found that there was a sliding scale of online activities that may give rise to personal jurisdiction: active and repeated transmissions would give rise to personal jurisdiction, passive or one time postings would not.  In Zippo, the court found that the "level of interactivity and commercial nature of the exchange of information" should be used to determine whether courts of the forum could assume jurisdiction

The Canadian Approach to Jurisdiction on the Internet

Initially, Canadian courts adopted the active / passive distinction to Internet jurisdiction set out in Zippo.  

Consequently, expressly avoiding dealing with Canadian customers (as in the Canadian Kennel Club (French version)
 or soliciting customers only from the local marketplace Desktop Technologies
 allowed foreign web site operators to avoid Canadian jurisdiction whereas purposely targeting Canadian customers caused Canadian courts to assert their jurisdiction over foreign web sites.

In Tele-Direct (Publications) Inc. v. Canadian Business Online Inc., Sheldon Klimchuk and Canadian Yellow Pages on the Internet Inc.
, the Federal Court of Canada asserted jurisdiction over a U.S. company and found it to be in contempt of a Canadian order by operating a web site in the U.S.A. that targeted Canadian customers. The plaintiff, Tele-Direct, was a Canadian corporation carrying on business as a compiler and publisher of business and telephone directories, as well as a provider of Internet services. The plaintiff owned the trade marks in Canada for "Yellow Pages", "Pages Jaunes" and "Walking Fingers" (word and design), ("the Tele-Direct trade marks"). The Yellow Pages trade mark and the Walking Fingers trade mark were "in the public domain in the United States of America". The plaintiff had sued the defendants for trade mark infringement and passing off. The individual defendant, Klimchuk (a Canadian located in Edmonton), was the sole director of the Canadian corporate defendant, CBO (whose office was in Edmonton) and was the incorporator and, until shortly before the Court hearing, was the president of the American corporate defendant, CYPI . CYPI was a U.S. based corporation incorporated and based in Reno, Nevada. The web site cdnyellowpages.com was registered in the name of CYPI. 

The American company had been ordered not to operate the web site but continued to do so. The Canadian court held that the American company was in contempt of court by using the trade marks on its U.S. based web site because it had purposely targeted Canada and knowingly used Tele-Direct's marks on its web site to attract Canadian customers. It is interesting to note that using these trade marks in the United States alone would be permissible, because the marks were in the public domain in the U.S. It was the purposeful targeting of Canada that caused the Canadian court to assert its jurisdiction over the U.S. web site (and its Canadian director). The court specifically found that the defendants "'cannot do by the back door what they cannot do by the front door', that is, attempt, by using U.S. based corporations to use, in Canada, the plaintiffs' registered trade marks."  A fine of $25,000 was imposed on the two corporate defendants and $10,000 against Mr. Klimchuk.
   

You will not be permitted to infringe a registered Canadian trade mark from a web site based in Canada.  In Bell Actimedia Inc. v. Andrea Puzo et al 
, the defendant obtained the domain name lespagesjaune.com and used it to operate a web site out of Montreal to service the French speaking world.  After two interim injunctions were granted, the defendant asked that the injunction be limited so that it could use the domain name to service customers in other countries where Bell had no trade mark rights.  The Court refused the defendant’s request and enjoined the defendant from any use of the domain name.

The Tele-Direct 
 case suggests that the Canadian Federal Court considers trade mark rights to be infringed in Canada (and therefore a trade mark to be used in Canada) when an American web site purposely targets Canada with the use of trade marks registered in Canada. In that case, American companies knowingly used Tele-Direct’s Yellow Pages and/or Walking Fingers trade marks on their Internet site located in the United States and were held to be purposely attempting to find customers by using Tele-Direct's trade marks in Canada. 

On the other hand, in Canadian Kennel Club (french version)
 the Federal Court indicated it would not assert its jurisdiction over a U.S. web site that was not soliciting customers from Canada. Reciprocally, the U.S. District Court for Pennsylvania, in Desktop Technologies Inc. v. Colorworks Reproduction & Design, Inc.
 declined to assert jurisdiction over a Vancouver-based printing house operating a web site at colorworks.com.  The Pennsylvania business, Desktop Technologies Inc. has held a valid U.S. trade mark for "Colorworks" since 1992. The Canadian company, Colorworks Reproductions holds a valid Canadian trade mark registration for "Colorworks". The court found that although the businesses were essentially in the same field, the Canadian company only used its web site for advertising and did not conduct sales, accept orders, or receive payments on the web site. The court opined that Pennsylvania's long-arm statute (by which a court determines whether it has jurisdiction over a foreign defendant) was one of the most liberal in America. The court found that it had neither general nor specific jurisdiction over the Canadian business. It is therefore unlikely that any U.S. court, faced with similar facts, would assert jurisdiction over the matter. Unfortunately, the tricky issue of priority between Canadian and U.S. trade marks was not argued or decided. Ironically, success in the case did not translate into success in business:  at one time the site was being offered for sale by a trustee in bankruptcy and now carries advertisements for M&M’s.

Even if a foreign court can be persuaded to take jurisdiction over an online dispute, its decision won’t necessarily be enforced.  In Braintech, Inc. v. John C. Kostiuk
, the British Columbia Court of Appeal refused to recognize the default judgment of a Texas court. Kostiuk was alleged to have made defamatory statements by posting them to a bulletin board. Braintech sued in Texas and relied on the service provisions of Texas law that provide that service can be effected on a non-resident by serving the Secretary of State (who is then statutorily obligated to effect service on the named party). The Court found that the principle of comity did not extend to the recognition of the order in the circumstances. The Court found that the Texas Court did not have personal jurisdiction over Kostiuk because the three-pronged test for assuming jurisdiction over the defendant was not satisfied. Adopting the reasoning in Zippo, the British Columbia Court of Appeal found that: 

In these circumstances the complainant must offer better proof that the defendant has entered Texas than the mere possibility that someone in that jurisdiction might have reached out to cyberspace to bring the defamatory material to a screen in Texas. There is no allegation or evidence Kostiuk had a commercial purpose that utilized the highway provided by Internet to enter any particular jurisdiction. A person who posts fair comment on a bulletin board could be hauled before the courts of each of those countries where access to this bulletin could be obtained.

It would create a crippling effect on freedom of expression if, in every jurisdiction the world over in which access to Internet could be achieved.

An apparent "international order" was obtained from the Federal Court of Canada in Canada Post Corporation v. Sunview Management Group
.   Sunview Management Group ("Sunview"), an American corporation with its registered office in New York, registered the domain name MAILPOSTE.COM with NSI in the United States. Canada Post is the owner of several Canadian registered trade marks and official marks for MAIL POSTE & Design and POSTE MAIL & Design. On October 19, 1998, Canada Post obtained an interim and interlocutory injunction against Sunview. On January 11, 1999, Canada Post obtained a permanent injunction restraining Sunview from using the words "MAIL POSTE" or any other words likely to be confusing therewith in connection with an Internet web site or domain name. The judgment contained two other somewhat bizarre terms:

"3. The original domain name declaration, which tenders control over the domain name registration and use of MAILPOSTE.COM is hereby deposed [authors’ note: typo for deposited?] into the Registry of the Court.

4. This Court directs the transfer, conveyance or assignment of the domain name MAILPOSTE.COM to the Plaintiff, Canada Post."

It is surprising to see the Federal Court of Canada granting an order such as this where it has no international effect.  It was likely phrased in that manner to allow Canada Post to have NSI recognize an order against the domain name to amend the registry.  Canada Post now owns the domain name after having obtained default judgment.

In Pro-C Limited v. Computer City, Inc.
 the Ontario Superior Court of Justice found that a U.S. based computer retail company, Computer City, was liable when it used a Canadian company’s trade mark, WINGEN, used in association with software, on computer hardware.  The Ontario court took jurisdiction over the matter despite the fact that none of the hardware was sold in any of Computer City’s Canadian stores.  The court specifically found that advertising for the WINGEN hardware was available to Canadians and that there was no indication on the web site that Canadians could not purchase WINGEN computers.  Applying the three-pronged test from Zippo and more traditional Canadian conflicts of law cases, the court had no trouble in coming to the conclusion that there was a “real and substantial connection” between Canada and the purposeful activity of Computer City.  The Court found that the defendant had purposefully targeted Canadian consumers and awarded $450,000 for trade mark infringement and $750,000 in punitive damages.  Although it seems that the Court arrived at a just result, the legal basis for determining that Computer City “used” the mark, as that term is defined in s.4 of the Trade marks Act, was dubious and the decision was appealed.

On appeal,
 the Ontario Court of Appeal reversed the much criticized lower court decision and found that the defendant’s passive web site could not constitute use of a trade-mark in association with wares because no transfer of ownership was possible over the Internet.  While the issue of jurisdiction was not specifically addressed in the appeal, the fact that the Court characterized the web site as being passive suggests that the distinction may not be dead for the purposes of determining jurisdiction over online activities.  However, it is likely that the real and substantial connection test will be applied by Canadian courts to determine issues of jurisdiction in the future.

It remains to be seen whether or not the Preliminary Draft Convention on Jurisdiction and Foreign Judgments in Civil and Commercial Matters of the Hague Convention will come to alter the legal tests for jurisdiction and enforcement that are being developed.  

To date, the consistent application of the Zippo test in Canada and the United States has brought some certainty to inter-jurisdictional problems on the Internet.  Hopefully, adaptation of the “real and substantial connection” test will ensure that jurisdiction issues relating to the Internet will, as far as possible, be resolved in a manner that is consistent with non-Internet jurisdiction issues.

The authors wish to express their appreciation to Jagruti Chauhan, Craig Bridgman, Eric Angelini, Sandra Barton, Tom S. Onyshko and David Castell who assisted in researching former versions of this paper.
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